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Executive summary

5GCroCo is specifying, developing, trialling, and demonstrating future automotive use cases that
require seamless availability of 5G telecommunication features at operator and country borders.
Three use cases have been identified to be representative for the automated driving application
domain and which pose high demands to the telecommunication network side. These three use
cases are: 1) Tele-Operated Driving (ToD), 2) High Definition (HD) map generation and
distribution for autonomous driving (HD Mapping), and 3) Anticipated Cooperative Collision
Avoidance (ACCA). In this document, these three use cases are specified in detail together with
the requirements that are imposed by them. Each use case is split in so-called user stories, which
stand for special variants of each use case, respectively. This detailed specification is serving as
the base input for the work packages related to Architecture (WP3) and Implementation (WP4),
which are caring for the overall system architecture and the implementation of it, respectively.

For each user story, a set of key performance indicators (KPIs) are identified which represent the
minimum needed performance of the underlying system consisting of vehicles, communication
network, and backend.

In addition, this document specifies the test cases that are identified for each user story of each
use case. The test cases are defined to demonstrate the suitability of the new features of the 5G
network for automotive use cases and to prove that critical system KPIs are met. For each user
story, the test cases are mapped to one or several test and trial sites. The test and trial sites have
been selected along the Metz-Merzig-Luxembourg large-scale trial area and amongst a set of
small-scale test areas located in France, Germany, Sweden and Spain. The selection has
considered the requirements arising from the function itself (suitable road setup and safety
considerations) but also the capability for generating cross-border and cross-MNO scenarios. This
document also defines the scope of each test case, the expected functional results, and the
monitored KPIs. A breakdown of the monitored KPIs into sub-KPls is proposed when it is
appropriate to root-cause the KPlIs that are out of the expected range. Finally, constraints of the
cellular network in each of the test and trial sites are identified.

As this document is generated after the first phase of test and ftrials, it takes into account the
learning from this first phase and especially concentrates on the settings and definitions for the
second phase of tests and trials in 5GCroCo.
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1 Introduction

1.1 Objective of the Document

This deliverable defines in detail the implementation of the use cases for phase 2 of the tests and
trials. It also describes how the test cases will be performed. It may diverge from the deliverable
D2.1 v3 [1] because it takes into account the changes which have appeared during the
development and validation phases or which are intended to improve the KPls.

This document focuses on the KPIs: it will accurately describe how the KPIs are defined, how
they are measured and, if possible and reasonable, propose a breakdown into sub-KPls in order
to identify the key contributors of an end-to-end KPI (for all time related KPIs a subdivision into
contributions from vehicle, network and backend is reasonable and thus not always given
explicitly).

1.2 Structure of the Document

The document is split in three main chapters, one per use case. For each use case, the user
stories are revisited and updated. Then it focuses on KPI description. It shows the targeted test
site per user story.

Last, it summarizes how 5GCroCo use cases are defined to validate some key 5G features which
are required for a successful deployment of CCAM services.




Document: 5GCroCo/D2.2
\\

Version: v2.01 \

Date: 2021-10-01 5 G C ro Coﬁb

Status: Final

Dissemination Level: Public

2 Tele-operated Driving Use Case

Tele-operated Driving (ToD) is defined as remote control of an automated vehicle through a
mobile radio network. The architecture in the ToD use case is shown in Figure 2-1. ToD is meant
to complement automated driving by bringing the tele-operator, located in the Vehicle Control
Centre (VCoC), into the control loop in situations an automated vehicle cannot handle on its own.
The vehicle, provided with ToD functions, is transmitting to and receiving data from the VCoC via
the mobile 5G network.

®

Vehicle
(AD & ToD Functions)

5G Network Vehicle Control Center

Figure 2-1: Overview of Tele-operated Driving Use Case

In this chapter, the user stories of the ToD use case are described, together with a definition and
breakdown of the KPIs collected within the respective user story.
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2.1 User Story 1 — Remotely Controlled
Manoeuvring (Direct Control, Low Velocity)

The goal of the test cases for User Story 1 is to demonstrate how ToD and 5G communication
technology can be used to overcome scenarios with direct control in which an automated driving
vehicle cannot handle an unexpected road blockage by itself. Direct control in this context means
that a steering angle and a target velocity or acceleration are sent to the vehicle.

211 User Story Description

The schematics of User Story 1 are shown in Figure 2-2. An automated vehicle approaches a
road blockage which it cannot bypass by itself. The vehicle is assumed to come to a safe stop on
its own. Then, the tele-operator, located in the VCoC, gets informed and takes over the control
with the direct control concept. To evaluate the situation, the tele-operator uses a video
transmission from cameras installed in the vehicle. The tele-operator manoeuvres the vehicle past
the road blockage and after passing the obstacle, the tele-operator brings it to a stop again.
Finally, the AD function takes over control again and the drive continues.

A road blockage in these test cases is an obstacle on the road, which constraints safe driving on
the large-scale test and trial sites for the AD function, such that the vehicle cannot pass the
obstacle by itself. These could be e.g. two other vehicles that collided, a fallen tree or other similar
larger objects. The reason why the AD function cannot overcome the situation may be that traffic
regulations need to be violated, e.g., driving on the bicycle path beside the road, or the system
limits of the AD function are exceeded, e.g. when driving on the soft shoulder becomes necessary.

The speed during the remotely controlled manoeuvring using the direct control concepts can be
up to 15 km/h.

Predictive Quality of Service (pQoS) can be used to adapt the behaviour of the tele-operated
driving functions to accommodate for a decreased QoS. For example, the compression of video
data can be increased when the predicted capacity of the uplink is insufficient to transmit the
regular video quality. A further example is a dynamically adapted maximum vehicle speed based
on the predicted network latencies.

10
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Figure 2-2: ToD User Story 1 - Remotely Controlled Manoeuvring (Direct Control)

2.1.2

KPI Definition and Breakdown

In Table 2-1, the monitored KPIs for User Story 1 are defined. Furthermore, brief explanations on
the methodology to collect the KPls are given.

Table 2-1: ToD User Story 1 Monitored KPls

Monitored KPIs for ToD - User Story 1

KPI

KPI Unit

Definition

Manoeuvring range

[m]

This is the distance covered while the vehicle is being tele-
operated. The values are being calculated and measured in the
vehicle.

Service range

[m]

This is the distance between the vehicle and vehicle control
centre, i.e., the distance over which data is transmitted. The
values are being calculated in post-processing.

Information exchanged
and estimated payload

[kbit],
[kbit/s]

This is the data volume and data rate exchanged during the
execution of the user story. The values are being calculated and
measured by the receiving side, based on packet timestamps and
sizes. Results will be given for both, uplink and downlink.

Application Level
Latency

[ms]

This is the time it takes for a packet to be transmitted by the mobile
5G network. It is calculated and measured by the receiving side,
based on packet timestamps and does not include the actuator
delay, the sensor delay nor the in-vehicle network delay. This
presupposes that the sender and receiver have synchronized
clocks. Results will be given for both, uplink and downlink.

The concept to reflect the accuracy of predictive Quality of Service
(pQoS) is as follows: Given an uplink throughput prediction, the
vehicle will adapt its uplink data transmission accordingly. In case
this predicted and targeted throughput is too large for the network
to handle, it is expected that a decrease of reliability will occur,
together with an increase in the packet latencies.

Application Level
Reliability

[%]

This is the complementary packet error rate, i.e., 1 minus the
number of lost packets per number of transmitted packets. The

11
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Monitored KPIs for ToD - User Story 1

values are being calculated and measured by the receiving side,
based on packet sequence numbers. Results will be given for
both, uplink and downlink.

The accuracy of pQoS should be evaluated in a similar manner
as described in the Application Level Latency.

Age of Information’ [ms] This is the time it takes for an event, happening in front of the
vehicle’s camera sensors, to be displayed on the screens in the
VCoC. It is only measured in the uplink direction. As compared to
the uplink Application Level Latency, the measurements
incorporate the latencies in the complete application, e.g., the
camera sensor, the processing algorithms and the screens.

' A comparable KPI for the downlink would be the time it takes from (1) the steering wheel in the VCoC is
turned until (2) the steering wheel in the vehicle is turned. To accurately measure this, synchronized rotary
position sensors would be required. These are not available within 5GCroCo.

12
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2.2 User Story 2 — Remotely Controlled Path-
based Driving (Indirect Control, Low Velocity)

The User Story 2 is similar to User Story 1 with the difference that the indirect control concept is
applied. Indirect control in this context means that no direct lateral, e.g. steering angle, nor
longitudinal control, e.g. target velocity, is used. Instead a path which the vehicle has to follow is
sent to the vehicle.

221 User Story Description

The schematics of the User Story 2 are shown in Figure 2-3. The scope of the test cases for the
User Story 2 is similar to User Story 1 and follows the same procedure. The difference is the
application of the indirect, instead of the direct control concept. Rather than providing a desired
steering wheel angle and target velocity or acceleration, a path is defined by the tele-operator in
the VCoC. This path is then transmitted to the vehicle, translated into a trajectory and followed by
the vehicle. If necessary, different short path sections can be transmitted one after the other, to
bypass the obstacle.

In addition to video feeds, other sensor data (e.g. like LiDAR point clouds, audio signals, ...) may
be transmitted to the VCoC and displayed to the tele-operator if necessary. The velocities during
the remotely controlled manoeuvring using the indirect control concepts can be up to 15 km/h.

For User Story 2, pQoS can be used in a similar way as for User Story 1. Although the vehicle
executes the trajectory autonomously, it must still be continuously supervised based on video and
possibly lidar data streamed to the VCOC. Therefore, sensor data compression must be applied
based on the predicted network QoS. Further, aa speed limitation is required to based on the
compression of the transmitted sensor data.

Figure 2-3: ToD User Story 2 - Remotely Controlled Manoeuvring (Indirect Control)

13
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2.2.2 KPI Definition and Breakdown

For User Story 2, the same KPlIs are collected as for User Story 1, as described in Section 2.1.2.
To assess the performance of the indirect control concept, two additional KPIs, defined in Table
2-2, are being collected.

Table 2-2: ToD User Story 2 Additional Monitored KPls

Monitored KPIs for ToD - User Story 2
KPI KPI Unit Definition
Positioning Accuracy? [m] This specifies how precise the global position, obtained
via a GPS / Inertial Measurement Unit (IMU) or odometry
is measured. This is relevant for performing path tracking

control.
Deviation of Desired Path Tracking errors of the vehicle-internal path tracking
controller:
[m] 1. Lateral deviation (in meter): Distance from the

vehicle’s position to the desired path (length of
the perpendicular)

2. Orientation deviation (in radians): Difference between
the desired orientation and the actual orientation
of the vehicle

[rad]

2.3 User Story 3 — Remotely Supervised Control
(High Velocity)

The goal of this user story is to assess how higher velocities impact tele-operated driving. On the
one hand, the road perception of the tele-operator at high velocity will be investigated. On the
other, the influence of high speeds on the KPIs will be determined under consideration of MNO
handovers.

2 For the indirect control concept, the vehicle should follow a path accurately. Thus, a high positioning
accuracy is required. This is not required for the direct control concept.

14
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2.3.1 User Story Description

The schematics of User Story 3 are shown in

() ((( \

(cg)

Figure 2-4. Due to safety concerns at higher velocities, this user story is performed in an open
loop mode. The tele-operator is receiving video streams and other sensor data (e.g. LiDAR point
cloud) from the vehicle. He could send commands for direct control to the vehicle. However, these
commands are not sent to vehicle actuators; instead, a human driver is steering the vehicle. It
allows to investigate higher velocities and routes for which no approval would be possible
otherwise.

The role of the tele-operator is to assess whether the video service, interrupt times at border
crossings and the perceived video quality of the road would allow an effective control of the
vehicle. Evaluation of these observations will determine the velocity threshold till which the video
quality is suitable for Tele-operated Driving. Furthermore, the data streams including MNO
handovers will be analysed concerning the defined KPIs. The velocities during the manual drive
by a trained safety driver can be up to 120 km/h, depending on the maximum allowed speed, on
public roads.

Based on predicted QoS, video compression is adapted for this User Story as well. Driving on
public roads allows for different environments, higher velocities, and large areas to test these
adaptations. Because the vehicle is not actually remote controlled,even a scenario with strong
QoS degradation is safely possible.

15
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Figure 2-4: ToD User Story 3 - Remotely Supervised Control

2.3.2 KPI Definition and Breakdown

For User Story 3, the same KPlIs are collected as for User Story 1, as described in Section 2.1.2.
The control commands may be sent from the VCoC to the vehicle. However, as described earlier,
they will not be executed. Thus, the KPIs are only collected for the uplink transmission direction,
at varying vehicle speed.

24 User Story 4 — Slim Uplink for ToD (Indirect
Control, Low Velocity)

This section describes the test case specification for the User Story 4: Slim Uplink for ToD (indirect
control, low velocity). The goal of the test case is to demonstrate if a ToD session can be executed
using a new approach. The Slim Uplink consists of periodically sending images instead of a video
stream and information of objects perceived by the vehicle. Both elements are sent to the VCoC
while the indirect control session is executed. This leads to a significant reduction of the required
uplink data rate. Possible trade-offs are road perception issues versus lower possible velocities.
These trade-offs are investigated during the development and test execution of this user story.

We want to observe if this new approach allows the planning of future mechanisms. In particular,
one mechanism is the adaptation of the application, e.g. switching from full video streaming to
Slim Uplink, based on the predicted QoS (pQoS) when the pQoS suggests that the video cannot
be sent to the VCoC operator with the expected quality and performances. Another goal of this
user story is to improve efficiency and scalability of the uplink, e.g. significantly reduce the uplink
bandwidth while achieving comparable performances in the vehicle control as in User Story 2.
Moreover, an interesting aspect of this user story is to compare the performance differences in

16
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the road perception for the VCoC operator, between remote sensing combined with the Slim
Uplink versus the full video as in User Story 2.

241 User Story Description

The schematics and time schedule of this user story are shown in Figure 2-5. The vehicle is
assumed to come to a safe stop on its own. Then the tele-operator, located in the VCoC, gets
informed and checks the vehicle environment. The tele-operator based on the provided data from
the vehicle camera setup and the list of perceived objects that are recognized by its sensor setup
proceeds to execute the indirect control concept. He performs surveillance of the automated
vehicle until it passes the road blockage by receiving sequential images of the surroundings.
When the vehicle reaches the last point in the given path, it is considered that the ToD session
could be terminated. After this, the AD function takes over control again and the drive continues.
The velocities during the execution of this user story are similar to the ones explained in User
Story 2.

Slim uplink
oo @ oo

Full "
uplink

Figure 2-5: ToD User Story 4 - Slim Uplink

24.2 KPI Definition and Breakdown

For User Story 4, the same KPlIs are collected as for User Story 1 or User Story 2.

17
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2.5 Mapping of User Stories to Test Sites

In Table 2-3, the mapping of the User Stories to the trial sites is presented.

Table 2-3: ToD User Story Mapping to Trial Sites

User Story 1 | User Story 2 | User Story 3 | User Story 4
Munich X X
(Small-scale)
France-Germany N
(Large-scale) X X X", (X)
Luxembourg-Germany X (X)
(Large-scale)

X Done
(X) Planned for September / October 2021
* Transmission of perception data only

2.6 Functional Safety Considerations

Existing functional safety concepts as applied to functions that are developed, implemented and
controlled by a single vendor are not applicable to distributed and connected functions like ToD.
The main difference to traditional functional safety treatment according to 1ISO26262 [2] is the
distribution of the functionality among different independent stakeholder classes (automotive
OEM, MNO, tele-operation provider). Each of the stakeholder classes has its own safety
treatment approach or does not consider functional safety at all (like telecom industry at the
current stage). Putting the safety requirements applied in the OEM stakeholder class to the
telecom service provider stakeholder class does not seem to be feasible, as it would increase the
cost for development and operation of those communication systems above all economical
borders. The treatment of functional safety needs novel concepts.

The safety concepts applied to functions like ToD need to provide a trade-off between functional
safety, availability, latency and security. Functional safety can be achieved mainly through a safe
monitoring of the communication endpoints together with communication heartbeat concepts and
putting error detection and error correction capabilities on the data transmission protocols.
Depending on the monitoring results, applying safety measures like safe stop or function
degradation in case of detected problems assure that the vehicle always stays in its defined
operational design domain. It also guarantees that the risk to harm to passengers or other road
users is kept to an absolute minimum. However, frequent activation of stops or serious
degradation of the function will lead to an inacceptable availability of the function. To improve this,
the pure functional safety consideration needs to be accompanied by a setup of the overall
systems which assures the frequent availability of the communication service. Concepts like
pQoS might help in this aspect by allowing less rigid safety measures (for example, to perform
smooth degradation of the function instead of going into full-stops) due to the available information
on problematic communication conditions in advance. Due to this, the KPIs for the communication
are not getting unfulfillable within reasonable effort and/or cost but are kept to an acceptable rate

18
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to reach reasonable availability of the function. The derived KPIs have taken into account this
overall concept and thus still seem to be reasonable. It should however be noted that the safety
of the function cannot rely on pQoS and must be able to deal with connection drops independent
of QoS predictions.

A complete implementation of the overall safety concepts discussed before is difficult in the
environment of a project like 5GCroCo as this would involve also considerations of purchasing of
series type hardware and introduction of series development processes. The monitoring of the
communication together with consecutive reactions like safe stops or function degradation, when
needed communication requirements are not met any more can be trialled and at least be
evaluated in a proof of concept manor. This together with other measures like fencing the used
areas and always use safety drivers assures the safe operation of the vehicles in the test and trial
campaigns.

2.7 Stress Testing

Table 2-4 provides a non-exhaustive list of ways how collected KPI results can closer reflect what
can be expected in realistic scenarios with e.g. many users in the network. Three kinds of
influencing factors are described:

e Application parameters: Settings in the client or backend application that have impact on
the KPI

e Way of driving: The path the vehicle takes and further degrees of freedom, e.g. the driving
speed

e Emulation: Any further means to stress the network, especially by increasing the data
traffic load and/or artificially reducing available network resources

Table 2-4: Means of Influencing KPls, Especially to Achieve Stress-Testing

KPI Factors Influencing the KPI
Application Way of Driving Emulation
Parameters
Service Level Increasing the data ¢ Assure a border e The maximum
Latency load beyond the is crossed throughput can be
network capacity causing artificially reduced by
results in increased temporary decreasing the radio
Service Level interruption of spectrum bandwidth of
Latency. Uplink data data the network. This is an
load can be transmissions alternative to
increased by resulting in increasing the upload
increasing the increased data traffic from the
number of active Service Level video streams
cameras and video Latency (see also «For the d link
quality. This is limited | row beiow) Fthor traffie of
by maximum number urther traffic of same
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of cameras and best
possible quality.

¢ Assure large and
small distances
from cell sites to
experience
different
maximum
throughputs
increasing the
probability of
offered data load
to exceed
available
capacity and
therefore
increasing the
Service Level
Latency. In case
QoS prediction is
used the amount
of transmitted
camera signals
and/or video
quality would be
reduced if
needed. If the
prediction fails to
detect areas of
reduced
maximum
throughput the
network will still
be overloaded
resulting in
increased
Service Level
Latency.

or higher priority could
be artificially generated
and sent to the vehicle
or other receivers in
the same cell. It is to
be determined? if one
additional receiver
receiving a lot such
traffic is equally
stressing the network
as many receivers,
each receiving part of
that data traffic.

Service Level
Reliability

See “Service Level Latency” above. Increased latency is typically a first
result of putting stress on the network. Further increasing the stress
eventually leads to more packet losses and therefore reduced Service
Reliability. Packets carrying video
retransmitted by network protocols when lost. For other data, usually
network retransmissions are used making too high Service Level

Level

information are not

3 The scheduler in the base station schedules on per node and per traffic stream basis. Depending on
scheduler configuration it can make a difference if there are ten nodes with offered data traffic L per node
or one node with ten times L.
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Latency more likely than loss. But there can still be cases where loss
occurs.

Maximum Age of | See “Service Level Latency” above. This KPI is used to assure further
Information delays, not originating from the network, are also bounded e.g. through
efficient implementation and configuration of components in the vehicle
(sensors and actuators) and the VCoC.

2.8 Features Trialled in Round 2 that were not
Evaluated in Round 1

2.8.1 Application and Vehicle Side Evolutions

The Bosch vehicle will be evolved to SAE Automation Level 4, but regulations will require a safety
driver to be always ready to regain control, making it de-facto Level 3. The transition from
automated driving to tele-operated driving and back will be shown.

If permission by authorities in all three countries is granted, the path will be extended to include
territory of the respective countries. If not for all countries, driving will be limited to the territory
where allowed and where possible the network will be configured for the cross-border / -MNO
handover to happen within the territory of that country.

Security measures with impact on performance, especially encryption, will either be enabled, or
their expected impact will be determined by other means and considered in the overall delay
budget.

2.8.2 Network Side 5G Solution Evolution

Dynamic prediction will be used where the Prediction Function also considers the current state of
the networks for its decision. For paths spanning across multiple countries / MNOs the networks
will exchange information to deliver the prediction. For the VCoC, it makes no sense to go from
Home- to Local Breakout Roaming (MEC gateway handover) but it is to be decided if it makes
sense for the Prediction Function. From a performance point of view, it makes no sense as
obtaining the prediction is not extremely latency critical.

Security measures with impact on performance, especially encryption on the S1 interface (IPSec),
will either be enabled, or their expected impact will be determined by other means and considered
in the overall delay budget.

Besides Luxembourg, also the French non-standalone 5G New Radio network will be used for
tests and trials.
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3 HD Mapping Use Case

The High Definition (HD) map is one of the corner stones of an autonomous car. The fundamental
functionality is to determine the vehicle position, which road and which lane it is in. Once the
position has been established, information such as lane markings, barriers and other information
can be extracted from the map and used by the AD function. The HD map can also be used as
the base upon which more dynamic information can be stored, e.g. road works and accidents.

Since the AD cars require the map data to be constantly up to date, the drives done by the map
suppliers mapping vans are not enough. As many cars as possible should contribute to keeping
the local HD map up to date, using their connectivity to send sensor data to some backend; this
backend takes care of merging all these inputs to build a reliable HD map with an accuracy of the
different points of interest which is compatible with the HD map accuracy. Depending on the
sensor type, this data can be quite heavy and require large bandwidth. In other cases, a low
latency is required, so that changes can be made available to other cars as quickly as possible.

In this chapter, the user stories of the HD Mapping use case are described, together with a
definition and breakdown of the KPIs collected within the respective user story.

3.1 User Story 1 — HD Map Downloading to the
Car

The goal of the test cases for User Story 1 is to demonstrate how 5G communication technology
can be used to enable automated driving by making sure that the car always has the latest version
of the HD map available

3.1.1 User Story Description

In this user story, there is no map pre-installed in the vehicle, so the map has to be continuously
downloaded from a remote server. The download speed has to be fast enough to maintain a long
enough horizon in front of the car, since an AD function would not work without the map. In this
user story, we will test the capabilities of the 5G network to fulfil these requirements, with or
without using MEC. The map service is located in a HD map server from which map data is
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downloaded to the car. The car is driving along a road that leads to a national border, which the
car crosses.

A,,— Vehicle A at timel
A,,— Vehicle A at time2

HD Map

Figure 3-1: HD Mapping User Story 1 — HD Map Downloading to the Car

3.1.2 KPI Definition and Breakdown

In Table 3-1: HD Mapping User Story 1 Monitored KPlIs, the monitored KPIs for User Story 1 are
defined. Furthermore, brief explanations on the methodology to collect the KPIs are given.

Table 3-1: HD Mapping User Story 1 Monitored KPIs

Monitored KPIs for HD Mapping - User Story 1

KPI KPI | Definition

Unit
Download | [bit/s] | For HD Mapping, map data is downloaded from the map server to the vehicle. The
throughput download throughput presents the measurement of map tile payload normalized to

the downloading duration. The values are being calculated and measured in the
vehicle by taking the difference between the point of time the download finished
and the time when it started. The amount of downloaded data is divided by this
duration to obtain the average throughput for the tile. Downloads not finishing within
maximum time period (see below) are considered to have zero throughput.
Application | [%] | The percentage of successful service invocation, calculated as

Level P —1— Nfailed
Reliability success

N¢otal
where N¢ytqp is the number of map tiles that are requested to download, and

Nfgileq is the number of fails in which the failure is assumed if download does not

completed within maximum time period.
A download will not finish within maximum time period if the corresponding
downlink throughput is too low.
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3.2 User Story 2 — Uploading Map Deviations to
the Cloud

This section contains the test case specifications for User Story 2 — uploading map deviations to
the cloud. The map deviation is the difference between what is perceived by the onboard sensors
and the downloaded HD map. The goal of the test cases for this user story is to demonstrate how
5G communication technology can be used to enable automated driving by making sure that the
map system in the cloud will catch changes in the environment as soon as possible, thus enabling
the car to always have an HD map available which is as accurate as possible.

3.21 User Story Description

In this user story, we will test the capabilities of the 5G network by uploading map deviation data
from the car. The map service is located in a HD map server which receives map deviations from
the car. The car is driving along a road that leads to a national border, which the car crosses into
a new country. See Figure 3-2: HD Mapping User Story 2 - Uploading HD Map Deviations to the
Backend

Change on Road

Country border
(:K)
MNO 1 MNO 2
A,,— Vehicle A at timel ﬁ o
A,— Vehicle A at time2 Map Deviation
Backend

Figure 3-2: HD Mapping User Story 2 - Uploading HD Map Deviations to the Backend

3.2.2 KPI Definition and Breakdown

In Table 3-2: HD Mapping User Story 2 Monitored KPlIs, the monitored KPIs for User Story 2 are
defined. Furthermore, brief explanations on the methodology to collect the KPIs are given.
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Table 3-2: HD Mapping User Story 2 Monitored KPIs

Monitored KPIs for HD Mapping - User Story 2

KPI KPI | Definition

Unit
Upload [bit/s] | For HD mapping, detected map deviation is uploaded from the vehicle to the map
throughput server. The upload throughput is the measurement of the map deviation payload

normalized to the upload duration. The values are being calculated and measured
in the backend by taking the difference between the point of time the upload finished
and the time when it started. The amount of uploaded data is divided by this
duration to obtain the average throughput for the uploaded change information.
Uploads not finishing within maximum time period (see below) are considered to
have zero throughput.

Service [%] | The percentage of successful service invocation, calculated as
Level P —1— Nfailed

i ili success —
Reliability Neotal

where N¢otq1 is the number of detected map deviations that are requested to

upload, and Mg gjjeq is the number of fails in which the failure is assumed if upload
does not completed within maximum time period.

An upload will not finish within maximum time period if the corresponding uplink
throughput is too low.

3.3 User Story 3 — Closing the Loop (Up- and
Download)

This section contains the test case specifications for the User Story 3 — Closing the loop (Up- and
Download). The goal of the test cases for this user story is to demonstrate how 5G communication
technology can be used to enable automated driving by making sure that the map system in the
cloud will catch changes in the environment as soon as possible, update the HD map accordingly
and then send the updated map to the car, thus enabling the car to always have an HD map
available which is as accurate as possible.

3.3.1 User Story Description

In this user story, we will test the capabilities of the 5G network by combining User Stories 1 and
2 in real time, with or without using MEC. Map deviations sent from a car to the cloud and MEC,
where it is used to update the map of the area. The updated map tiles are then sent to a following
car. If this car has already downloaded an outdated map tile, it will be replaced.
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MNO 2

Map Deviation
HD Map

Figure 3-3: HD Mapping User Story 3 - Real-time HD Map Update

3.3.2 KPI Definition and Breakdown

In Table 3-3: HD Mapping User Story 3 Monitored KPlIs, the monitored KPIs for User Story 3 are
defined. Furthermore, brief explanations on the methodology to collect the KPIs are given.

Table 3-3: HD Mapping User Story 3 Monitored KPIs

Monitored KPIs for HD Mapping - User Story 1

KPI KPI | Definition

Unit
Age of [ms] | The time duration from the lead vehicle A starting to send map deviation to the
Information backend map server, where the corresponding map tile is updated and notified to

the following vehicle, until the following vehicle B receives the updated map tile. The
duration includes the time period that the map server updates the map based on the
received map deviations.

3.4 User Story 4 - Download Map Updates
Supported by Network Performance/Cost
Prediction (pQoS)

This user story is similar to User Story 1 but before performing the download, the vehicle provides
to the network the immediate predicted path (waypoints) it intends to drive. The calculation of the
predicted path is done in the vehicle by doing map matching to the road network and then applying
statistical algebra (Hidden Markov Modelling) to determine the most probable path ahead. This is
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then used by the map server to calculate the data volumes that this path will generate then provide
the estimated data volume to be downloaded to the network. The network will provide a prediction
of:

1. Expected downlink throughput at the waypoints (Best Performance),
or

2. Cost charged at the waypoints (Cost Reduction).

With this information, the vehicle will select the appropriate location to perform the download.

3.4.1 User Story Description

In this user story, there is no map pre-installed in the vehicle, so the map has to be continuously
downloaded from a remote server. In particular, the following scenario will be tested: map data is
downloaded from the backend to the car. Using route information, the download location is
optimized with respect to cost and/or availability.

A,,— Vehicle A at timel
A,,— Vehicle A at time2

HD Map

Figure 3-4: HD Mapping User Story 4 - Download Map Updates Supported by Network
Performance/Cost Prediction

For autonomous driving functions, it is critical that accurate and up-to-date map data for the
planned path is continuously available in the car but also cost for communication should be
minimized. In this user story, we will test the capabilities to schedule downloads to be done in
areas where performance is best and/or cost is lowest.

3.4.2 KPI Definition and Breakdown

In Table 3-4, the monitored KPIs for User Story 4 are defined. Furthermore, brief explanations on
the methodology to collect the KPls are given.
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Table 3-4 : HD Mapping User Story 4 Monitored KPIs

Monitored KPIs for HD Mapping - User Story 4

KPI

KPI
Unit

Definition

Prediction
error
(Performance)

[kbit/s]

For every throughput prediction r, the actually achieved throughput(s) thri
is/are determined. Depending on the waypoints for which a prediction is
requested, there can be more than one tile download happening between two
predictions. In this case, riis the last predicted throughput before the download
was requested.

For every download throughput thri the difference (1 — p) ri - thri is determined
where p is an error tolerance that should be set to 0.05 (5%). This difference
is the KPI to be collected for each downloaded tile. Values below zero are
capped to zero as overestimating the performance is not considered as
harmful.

Application
Level
Reliability
(Cost)

[%]

The percentage of successful service invocation, calculated as
—1— Nfailed
Ntotal
where N¢o a1 is the number of map tiles that are requested to download, and

PS‘LLCCBSS

Nfgiled is the number of fails in which the failure is assumed if download

does not succeed within the time interval that is predicted to have reduced
cost. The values are being post processed based on information from the
vehicle on the number of deviations sent and the number of received
deviations in the backend.

3.5

Mapping of User Stories on Test Sites

Table 3-5 HD Mapping User Story vs Trial Sites

User Story 1 | User Story 2 | User Story 3 | User Story 4
AstaZero X X X (X)
Motorway A9 X X X
Large-scale (France-
Germany and Luxembourg- X* X* X* (X)
Germany

*: Not performed yet

(): Planned for 2021

3.6 Stress Testing

Table 3-6 provides a non-exhaustive list of ways how collected KPI results can closer reflect what
can be expected in realistic scenarios with e.g. many users in the network. Three kinds of
influencing factors are described:

28



Document: 5GCroCo/D2.2

Version: v2.01
Date: 2021-10-01
Status: Final

Dissemination Level: Public

5GCroCoy,

Table 3-6: Means of Influencing KPls, Especially to Achieve Stress-Testing

KPI Factors Influencing the KPI
Application Way of Driving Emulation
Parameters (Preliminary
Ideas to be
Refined for
July 2021
Tests and
Trials)
Service Level Increasing the e Assure a border is crossed | The
Reliability (User | offered date traffic either causing ongoing application

Story 1 & 2)

load increases the
probability to
overload the network
resulting in down- /
uploads not finishing
within maximum
allowed time. Not
finishing within that
time is considered a
failure and the
Service Level
Reliability is reduced.
Data traffic can be
increased by:

¢ Reducing the tile
size*

e Fetching more tiles
ahead can®
increase the
number of
simultaneously
downloaded tiles

down- / uploads to be
aborted, if cross-border / -
MNO handover does not
work as expected or
resulting in no throughput
during the handover
process increasing the
chance of not finishing the
transmission within
maximum allowed time in
case of too long
interruption.

¢ Assure large and small
distances from cell sites to
experience different
maximum throughputs

e Increased speed has same
effect as reduced tile size
and will trigger more down-
/ uploads during the same
time and therefore increase
the data traffic load; also
frequent changes of driving
direction can the increase
the load

Reduced maximum
throughput due to high
distance from the cell site
and/or increased offered load
due to increased speed both

client includes
the option to
artificially
increase the
size in byte for
each tile by
adding
additional
‘padding” data
to the actual
size of the HD
map tile.

The maximum
throughput can
be artificially
reduced by
decreasing the
radio spectrum
bandwidth of
the network.

4 In terms of geographical region covered by the tile, not the amount of data (size in byte) carrying the tile
information.
5 Especially when changing driving direction resulting in new tiles that have to be fetched
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increase the stress on the
network. Down- / uploads will
likely not finish within the
maximum allowed time if the
offered load is above the
maximum throughput and
therefore the Service Level
Reliability will be reduced.

Maximum Age of | Same as for “Service Level Reliability”, because it combines User Story
Information (User | 1 & 2.

Story 3)

3.7 Features Trialled in Round 2 that were not
Evaluated in Round 1

3.71 Application and Vehicle Side Evolutions

User Story 4 will be implemented in two flavours. The “best performance” flavour will exploit
network throughput prediction information to decide on when to download HD map data and which
size, corresponding to quality, e.g. resolution, it should have. The “reduced cost” flavour will result
in the network proposing locations for map content download where e.g. the network is less
utilized. If the application follows this suggestion less would be charged (e.g. by accounting for
less transmitted data volume from the data plan).

3.7.2 Network Side 5G Solution Evolution

A Service Capability Exposure Function (SCEF) will be deployed enabling the 3GPP specified
Background Data Transfer (BDT) function to support the “reduced cost” flavour of User Story 4.
Further proprietary extensions will be added according to WP3-defined architecture for a BDT
service suiting® the use case and to also support the “best performance” flavour.

Like for ToD, requested predictions can correspond to areas served by two MNOs. Corresponding
solutions, e.g. one SCEF per MNO, will be deployed, tested and trialled.

6 3GPP specified BDT having stationary devices in mind.
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4 ACCA Use Case

The Anticipated Cooperative Collision Avoidance (ACCA) use case relates to the possibility to
anticipate certain road hazards in order to reduce the probability of collisions, particularly in
situations when these hazards are out of the field of view of the vehicle sensors. For this purpose,
vehicles upload a set of information such as their vehicle status (e.g. via Cooperative Awareness
Messages (CAMs)) or detected events in Hazard Reports (via Decentralized Event Notification
Messages — DENM- or Cooperative Perception Messages -CPM). These V2X data are processed
by a service which is deployed in a distributed backend including MEC and public Internet hosting.
It allows to build a situational awareness of the road in quasi real-time manner, and to notify
vehicles about collision risks.

4.1 User Story 1 — Ego Detected Event

411 User Story Description

This paragraph describes the Ego-detected event user story.

Hazard Report
(Stationary

____________ Vehicle) *‘K’ﬁ
— ~
- MEC

azard Notification (Stationary Vehicle)

Figure 4-1: ACCA User Story 1 - Ego Detected Hazard
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Vehicle A has subscribed with a Region Of Interest (ROI). While the ROI is the valid ROI for
Vehicle A, Vehicle B stops and turns on its warning lights. Therefore, it sends a Hazard Report to
the Geoservice. The Geoservice notifies Vehicle A about Vehicle B being stationary with a Hazard
Notification. RSA and PSA can play both roles.

However, there are some differences between the RSA and the PSA solution flavour regarding
the behaviour of the stationary vehicle:

1. PSA-flavoured vehicles send a Hazard Report every 15 s while the vehicle is stationary;

2. The RSA vehicle sends an updated Hazard Report, using an DENM, every 15 s. But each
updated DENM is repeated 14 times with a transmission interval of 1s. The Geoservice
only forwards the updated information to the other vehicles.

In case of a cross-border scenario, Vehicles A and B are located on either side of the border and
connected to two different MEC hosts.

Hazard Report
(Stationary

MEC2

____________ ; Vemde)__-.(‘ )) Telco 2
network

Central
Server

network

- \(ﬁ)ﬁ Telco 1

—
— — —
——
—
p—
pa——

MEC1

Figure 4-2: ACCA User Story 1 - Ego Detected Hazard (Cross-country)
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41.1 KPI Definition and Breakdown

Table 4-1: ACCA User Story 1 Monitored KPls

Monitored KPIs for ACCA - User Story 1

KPI KPI | Definition

Unit
Application | [ms] | Latency of an event (called Dt in the figures below) = Time when the Hazard
Level Notification is received by Vehicle A minus time when the event is detected by the
Latency stationary Vehicle B. Statistics are provided. The values are post-processed based

on measurements in vehicle A and B and message timestamps.

Application [%] | Number of received Hazard Notifications by Vehicle A divided by number of new
Level or updated Hazard Reports generated by stationary Vehicle B. A Hazard
Reliability Notification received by Vehicle A after more than 1s is discarded as it arrived too
late. The values are post-processed based on measurements in Vehicle A and B.
For more than one receiving vehicle it is measured per receiving vehicle.

Service [ms] | The duration required for setting up the end-to-end logical network service and
Provisioning configuring the related network and computing resources that are required for
Time guaranteeing the proper operation of the virtualized service.

The times are measured at the Facility Layer. An event shall be understood as a new or updated
Hazard Report. The repeated DENMs (in case of RSA car) are accounted as part of the same
event of the corresponding of DENM.
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Figure 4-3 : KPl Breakdown with RSA as Stationary Vehicle

For accurate results, all backend components are synchronized through the Network Time
Protocol (NTP) whilst vehicles are maintaining an accurate time base using their Pulse per
Second (PPS) signal.

4.2 User Story 2 — Remotely Detected Event

4.21 User Story Description

This section describes the remotely detected event user story. It has 2 variants. The backend
variant is based on CAM which are sent by the stationary vehicle and interpreted by an application
of the Geoservice. The other variant is based on remote sensor detection: a vehicle detects a

stopped vehicle thanks to its onboard sensors and sends the information to the Geoservice via
CPM.
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CAM (speed=0)
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azard Notification(Stationary Vehicle)
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Figure 4-4: ACCA User Story 2 - Remotely Detected Hazard Based on CAM

In the backend variant, the vehicle A has subscribed with a ROI (the yellow area). Vehicle B
periodically sends CAMs. These CAMs are received by the ‘Stationary Vehicle Detection’ (SVD)
application which is part of the Geoservice. When Vehicle B stops, the SVD receives multiple
CAMs of the same vehicle which indicates speed = 0 or which indicate the same position.
Consequently, it interprets this as Vehicle B being stationary. The Geoservice notifies Vehicle A
about Vehicle B being stationary with a Hazard Notification.
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CAM(speed = 0)
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Figure 4-5 : ACCA User Story 2 - Remotely Detected Hazard Based on CPM

In the second variant, the vehicle A1 detect the vehicle B as a stopped vehicle thanks to its
sensors. A CPM is sent to the SVD. The Geoservice notifies the vehicle A2 about the vehicle B
being stationary with a hazard report.

In case of the cross-country scenario, vehicles Ax and B are located on either side of the border
and connected to two different MEC hosts.
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Figure 4-6: ACCA User Story 2 - Remotely Detected Hazard (Cross-country)

4.2.2 KPI Definition and Breakdown

Table 4-2: ACCA User Story 2 Monitored KPls

Monitored KPIs for ACCA - User Story 2

KPI KPI | Definition

Unit
Application | [ms] | Latency of an event (called Dt in the figures below) = Time when the Hazard
Level Notification (stationary vehicle) is received by the vehicle A2 minus time when the
Latency 1st CAM is generated by the vehicle B when it stops or time when the 15t CPM is

sent by vehicle A1. Statistics are provided. The values are post-processed based
on measurements in vehicle Ax and B and timestamps in the messages.
Application | [%] | Number of Hazard Notifications received, and received on time (within 1 s max.), by

Level Vehicle A2 divided by the number of 1t CAM of a set of consecutive CAMs

Reliability generated by Vehicle B when it stops, or divided by the number of CPMs generated
by Vehicle A1. The values are post-processed based on measurements in vehicle
A and B.

The times are measured at the Application Layer.
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Figure 4-7 : KPl Breakdown for User Story 2 (CAM or CPM)

4.3 User Story 3 — Traffic Jam Detection

This paragraph describes the traffic jam event user story.

4.3.1 User Description
This user story is quite similar to the previous one and relies on CAM of the vehicles which are in
the traffic jam or on CPM of a vehicle which is not in the traffic jam.
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Figure 4-8: ACCA User Story - Traffic Jam Detection

Vehicles A2 and A3 have subscribed with a large ROI (the green area). Vehicles B1, B2, B3 send
CAMs. These CAMs are received by the ‘Traffic Jam Detector’ (TJD) application which runs in
the MEC host. When the traffic jam occurs, the TJD receives multiple CAMs or CPM with speed
= slow, from multiple vehicles and interprets this as a traffic jam. The Geoservice notifies vehicles
A2 and A3 about the traffic jam with a hazard report.

The cross-country scenarios are illustrated below.
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Figure 4-9: ACCA User Story 3 - Traffic Jam (Cross-country)
4.3.2 KPI Definition and Breakdown

It is similar to User Story 2.

4.4 Mapping of User Stories on Test Sites

Table 4-3 ACCA User Story Mapping vs Trial Sites

Germany)

User Story 1 | User Story 2 | User Story 3
Montlhéry X (X) (X)
Barcelona X X
Large-scale (France-
Germany and Luxembourg- X (X) (X)
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X Done
(X) Planned for September / October 2021

4.5 Stress Testing

Table 4-4 provides a non-exhaustive list of ways how collected KPI results can closer reflect what
can be expected in realistic scenarios with e.g., many users in the network. Three kinds of
influencing factors are described:

Table 4-4: Means of Influencing KPls, Especially to Achieve Stress-Testing

KPI Factors Influencing the KPI
Application Way of Driving Emulation (Preliminary
Parameters Ideas to be Refined for
July 2021 Tests and
Trials)
Service Level Normally, certain For the Realistically creating
Latency events like broken demonstration, stress for a use case
down vehicles or MEC hosts serving | where each vehicle
traffic jams trigger the | different areas, generates rather
transmission of a either within the moderate data traffic
Hazard Report same MNO ortwo | load is challenging. In
message and initiate | different MNOs the real-world the stress
the user stories. (cross-border), results from hundreds or
Artificially triggering cannot directly even thousands of
the message and exchange vehicles.
doing this at high information. End-

One method is to
decrease the radio
bandwidth to reduce the
overall system capacity
and with this allowing to

frequency can: to-end network
paths between
warning vehicles
and vehicles being
warned are

e Put more
stress on the
network (see

also last achieve stress with less
therefore longer .
column) when scenar?os are offered traffic.

e Allowto have | designedinaway | Furthermore, asitis
measurements | that vehicles are difficult to include more
for many served by different | end-devices, the offered
different MEC hosts. This is | data traffic per device
situations, particularly can be increased. This is
especially achieved by having | not trivial as the network
such that them in different might behave differently,
result in long countries. Such e.g., keep radio
paths through | scenarios tend to resources reserved’
the network have higher when data is frequently

transmitted, that are not

" E.g., dedicated uplink control channels intended to request resources to transmit in the uplink
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(see column to | Service Level reserved for sporadic
the right) Latencies. transmissions that are
It must be assured Also having 'LIJ'?]iesdclgnresetlilllltlégor ACCA.
that changes in the vehicles from table if it onl
generated data traffic | different brands a]cc:fce[? a’:h . ¢ ?_f y
do not result in (RSA and PSA) 3 fcts ﬁ.e n ‘fthe””g
changed network can increase the ata traftic, not fne one
behaviour leading to latency due to used to measure KPIs.
reduced Service higher processing | An emulator is available
Level Latencies, e.g., | time in the backend | to create virtual vehicles
due to resources to translate in the backend.
remaining reserved between message | Messages generated by
and not being formats. such vehicles would only
released (see last stress the downlink, not
column) the uplink®.
It is generally assumed
that the means for stress
testing of the ACCA use
case are very limited due
to expected complexity.
Service Level See “Service Level Latency” above. Increased latency is typically a first
Reliability result of putting stress on the network. Further increasing the stress
eventually leads to more packet losses and therefore reduced Service
Level Reliability. For certain® ACCA implementation flavours, messages
are not retransmitted by network protocols when lost. For other data,
usually network retransmissions are used making too high Service Level
Latency more likely than loss. But there can still be cases where loss
occurs.
4.6 Features Trialled in Round 2 that were not

Evaluated in Round 1

4.6.1 Application and Vehicle Side Evolutions
The PSA vehicles will use their onboard sensors (camera) to detect a broken-down vehicle (User
Story 2) or a traffic jam (User Story 3).

8 Data from real vehicles first needs to be transmitted through the backend on the uplink. Data for virtual
vehicles originates from the backend (MEC and/or public Internet) and does therefore not stress the
uplink. This is particularly unfortunate, as the uplink is the capacity bottleneck.

% For the RSA-flavour the option to use the unacknowledged User Datagram Protocol (UDP) is part of the
ACCA application architecture

42



Document: 5GCroCo/D2.2

Version: v2.01 SG C roc(f&b

Date: 2021-10-01
Status: Final
Dissemination Level: Public

The Geoservices will be evolved to allow MEC-hosted Geoservices to directly exchange
information and not have to go through the Traffic Management System (TMS) hosted on the
public Internet.

When registering to receive Hazard Notifications for a certain area, the vehicle can also decide
on a “critical” Region of Interest (ROI) for which hazard warnings should be received with higher
priority than for other areas.

4.6.2 Network Side 5G Solution Evolution

Seamless server discovery, likely done through DNS, will replace the static mapping of
geographical areas to MEC-hosted Geoservices responsible for the area. At least for France, two
Geoservices will be deployed within the same MNO, each responsible for one part of the area
(e.g., four cell sites each). The MEC hosts will be located in the Orange data centre in Forbach.
For Germany, a Geoservice will be deployed in a DTAG data centre (e.g., Darmstadt) and for
Luxembourg in the POST data centre in Luxembourg City. The server discovery will assure the
closest Geoservice is always used and therefore support end-to-end service continuity (MEC
host handover). For selective experiments, specialized CCUs will be used that can emulate the
make-before-break'® 3GPP session continuity (gateway handover) this will be used within one
MNO in France. For trials across France-Germany and Germany-Luxembourg, it will be used to
go from Home- to Local Breakout Roaming.

MEC-hosts within the same MNO (France) and across MNOs will be enabled to directly
communicate with each other to support the application evolution that will allow Geoservices
responsible for different locations to directly exchange information with each other.

End-to-end QoS with dedicated bearers will be enabled to give hazard warnings from close by
hazards priority over ones from further away.

4.6.3 Precise Positioning Evolution

Precise positioning to increase location accuracy of the cars involved in hazards or traffic jams
will be evaluated in Barcelona City. The Ultra-wideband (UWB)-based solution developed by
i2CAT will be integrated with the CTTC Car PC and will use the UWB infrastructure deployed in
the test site to obtain a precise location. GPS-RTK (without 3GPP network support) will be also
evaluated.

10 Called “Session and Service Continuity mode 3” in the 3GPP 5G Core specification TS 23.501
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5 Conclusions

To allow a successive deployment of CCAM services, some 5G performances are mandatory.
5GCroCo use cases are defined to validate these required performances, in particular:

high reliability and very short latency with ToD,

asymmetric communication (high data rate in uplink, lower data rate in downlink) with ToD,
high throughput with HD Mapping,

short latency in both uplink and downlink with ACCA,

QoS prediction with HD Mapping and ToD.

It is also key that CCAM services do not suffer from any performance degradation of the service
during mobility across countries and do not suffer from a service discontinuity when crossing a
border. 5GCroCo use cases are defined to validate the service continuity at border crossing or
at MNO handover and validate the performances when the vehicle is under the coverage of a
visited MNO.

One of the major challenges imposed by the selected use cases on the radio networks is that the
different defined performances need to be available jointly and at any-time. In today’s networks,
there is often good performance only at specific areas (areas with high population density) while
other areas suffer from a degradation of the service performance. In addition, some KPIs are
fulfilled while others are not. Such degradations are not acceptable anymore for CCAM services
and failure of the communication would lead to a standstill of the vehicles or even generate serious
danger to other road users. It is the intent of the 5GCroCo use cases to demonstrate that CCAM
services can be safely deployed because 5G features have the required performances.

The table below summarizes the 5G features which are validated by 5GCroCo use cases and
which are required for a successful deployment of CCAM services.

Table 5-1: Mapping of Key 5G Features vs Use Cases

ToD HD Mapping ACCA

Throughput

vehicle = offboard service X X

offboard service = vehicle X
Reliability

vehicle = offboard service X X X

offboard service = vehicle X X X
Latency

vehicle = offboard service X
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5GCroCoy,

offboard service = vehicle X
MEC Support

Hosting close to vehicle vs Public Internet X

Inter-MEC communications X
MEC Handover

Cross-border/MNO handover X

MEC Gateway reselection — Local Breakout X
QoS Prediction
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