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Executive summary

This deliverable describes the development of the network, application and vehicles for all use
cases and test sites relevant for the 5GCroCo trial activities.

Section 2 focuses on the network development and validation. The status of each test and trial
site is briefly described and validated. The validation covers spectrum, RAN, Core and
connectivity to the public Internet and MEC. Also, the 5G solutions implemented and available in
each test and trial site are listed. The main outcome of the section is that all 5GCroCo test and
trial sites have been ready, despite numerous delays caused by the COVID-19 travel restrictions.
In particular, all seven 5G Solutions intended to be trialled in 5GCroCo are available in at least
one of the two large-scale corridors, with all of them except “End-to-end QoS with Dedicated
Bearers” and “MEC — Cross-border/-MNO Inter-MEC Communication” being available at all large-
scale trial sites.

Section 3 provides the status of application development and validation including the backend
and vehicle side and their interaction. In particular, it describes the development status of
application client software in the vehicles, and of application servers hosted on the public Internet
and MEC forming the backend, with a focus on assessing their need to interact, e.g. client
applications with the backend and backend applications among each other. Besides actual use
case functionality, also integration with the measurement tools is validated. For ToD and HD
Mapping only proof of correct client-site integration towards the measurement tools, including
backend, is provided. For ACCA these tools are often used to validate the interaction among the
different application components to assure use case messages take the expected path through
the system.

Section 4 describes the development and validation status for each vehicle including integration
of the application client software. It also includes the status of Communication Control Unit (CCU)
integration and their validation at the test and trial sites where they will be used. As the main
outcome of the section, for all use cases, a fully functional system to execute the user stories
planned for the first round of trials is proved to be available.

The conclusions are provided in Section 5: all use case implementations planed for the first and
second round of trials were finished and have been validated from a functional perspective. The
tools to measure the KPIs have been set up and it was validated that components that need to
report their measurements are able to do that. All small-scale test and trial sites were finished and
all intended tests and trials were done. Deployment at the large-scale test and trial sites was
heavily impacted by COVID-19 resulting in German network rollout not being completed until
March 2022, whereas the Luxembourgish and French networks had been available since early
2021. Thus, given the fact that the German network was needed in both corridor areas, large
scale trials in D-L and F-D involving cross-border aspects were conducted for all use cases in
April and May 2022.
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1 Introduction

1.1 Objective of the Document

5GCroCo intends to demonstrate the value of the 5G technology for Cooperative Connected
Automated Mobility (CCAM) services with a focus around cross-border challenges. For that
purpose, it plans to run tests on cross-border roads connecting France and Germany (F-D) and
Germany and Luxembourg (D-L) borders together forming the Metz-Merzig-Luxembourg (F-D-L)
cross-border large-scale test and trial site. The different use cases which will be exercised in
5GCroCo are described in Deliverable D2.1 Version 2.0 [1]. In parallel, small-scale tests are
planned in France, Germany, Sweden and Spain as a first step towards the large-scale tests.

This deliverable presents a description of the development of the network, application and
vehicles for all use cases and test sites. On-site testing and validation of developed components
is highly impacted by COVID-19. In particular, it will be described how the use cases have been
tested from a functional perspective, with the backend service being hosted in the public Internet
and the MEC, integration between vehicle application software and other components like
sensors and actuators and connection to KPI measurement systems.

This document does not provide any trial results, as those are published in Deliverable D4.2 [1]
and will also be available in D4.3. Quantitative tests, e.g. Ping measurements, were only
conducted where functional and/or qualitative tests might not fully reveal potential problems.

By the time of publishing the fourth version of this document, trials were conducted at all small-
scale test and trial sites and at the German-Luxembourgish part of the large-scale test and trial
site. During these trials, problems were revealed that were not captured through the milestones
defined in Deliverable D4.4 [2] and the related tests defined in this document. The problems are
described in detail in Deliverable D4.2. Priority was and is on assuring that the problems are fixed
for the ongoing large-scale trials. Therefore, no additional milestones and tests for the previously
undetected failures were defined and this deliverable remains based on the milestones defined in
Deliverable D4.4 [2] while Deliverable D4.2 [1] provides the necessary further information to
prevent pitfalls that were not anticipated in Deliverable D4.4 [2] and therefore not tested in this
deliverable.

The fifth version of this document includes the validation of French network (in Section 2.6)
together with the Communication Control Unit (CCU) attach tests (in Section 4), and two updates
regarding the time plan for the network rollout in Germany and the planning for the demo on July
8" using two Mobile Network Operator (MNO) networks in Luxembourg instead for one in
Germany. Most of the parts present in the fifth version were removed from this sixth version as
they were no longer needed.

The sixth version of this document includes the validation of the German network (in Section 2.6),
the update of the network tests status, and removes Section 6 as it was presenting the way

10
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forward for the tasks that were not finished, which is no longer needed as all tasks have been
completed.

1.2 Structure of the Document

Figure 1-1 presents the structure of this deliverable. It firstly, in Section 2, focuses on the network
development and validation. The status of each test and trial site is briefly described and validated.
Then, in Section 3, it provides the status of application development and validation including the
backend and vehicle side and their interaction. Thirdly, in Section 4, the development and
validation status for each vehicle is provided including integration of the application client
software. It also includes the status of Communication Control Unit (CCU) integration and their
validation at the test and trial sites where they will be used.

| Testand Trial Site Networks i
i i
1
i Section 2 |
i h
1 1
1 L
D e e e e e e e e e e e e e L]
[ IMEC | 11
Vehicles i I i i \ i
1
1 1 1
" " I 1 1
Applfcatlon Section3 | i |
Client i ! Backend !
Software ! H Software !
(| L] 1

Figure 1-1: Structure of this Deliverable

Section 5 provides a concluding summary of the final status of validation tests.

11
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2 Network Development and Validation
Status at the Test and Trial Sites

This section provides the status of 5GCroCo network development and validation. It covers
spectrum, RAN, Core and connectivity to the public Internet and MEC.

The development status is assessed through common milestones for network testing from
Deliverable D4.4 [2] shown in Table 2-1.

Table 2-1: Common Milestones for Network Testing [2]

ID Item Description
N-M1 |Spectrum OK Is the spectrum available and ready for usage?
N-M2 |4G/5G network up and running The 4G/5G network is deployed, configured, and tested.
N-M3 |Public Internet access working Public Internet access is configured and working.

N-M4 |Extra APN, core and MEC up and |MEC hosts and extra APNs / core networks to reach them
running are installed, configured, deployed and tested.

For each milestone, a test is defined that is to be executed and test results are presented:
o N-MZ1: Provide reference number or similar ID of the spectrum license.

o N-M2: For sites that were not already operational before the 5GCroCo project started
and/or went through substantial upgrades for the project: A screenshot showing a
smartphone or modem was successfully attached.

¢ N-M3: Successfully ping two different public Internet servers, e.g. 8.8.8.8 (Google) and
1.1.1.1 (Cloudflare). Provide round trip time (RTT) samples and output that loss ratio
was?! 0%.

e N-M4: Same as N-M3 but using IP addresses and/or fully qualified domain names
(FQDNSs) of MEC hosted application servers and all Access Point Names (APNS).

Furthermore, Deliverable D4.4 [2] also includes a mapping of 5G solutions to test sites as shown
in Table 2-2. For many of these solutions the previously introduced milestone tests prove that
they have been successfully integrated into the test site. Some require further test site and/or use
case specific test procedures.

1In some cases, e.g. at (virtual) country borders with no handover enabled, losses can occur.

12
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Table 2-2 : Mapping of 5G Solutions to Test Sites [2]

a-d
1-d

5G Solution

KIRUIUO

6Y Aemiolon
yaruni
olazeisy
rUO[92JRYg

Non-standalone 5G New Radio
Cross-Border/-MNO Handover

MANO and SDN - Single Country/MNO?
MANO and SDN - Cross-border/-MNO?
End-to-end QoS with Dedicated Bearers?
QoS Prediction

MEC — Computation and Hosting Close to
Vehicle vs. on Public Internet

MEC — Cross-border/-MNO Inter-MEC
Communication

MEC — Gateway Reselection

Precise Positioning

“Non-standalone 5G New Radio” and both “MANO and SDN” solutions are covered by N-M2 and
N-M3. “MEC — Computation and Hosting Close to Vehicle vs. on Public Internet” is covered by N-

M4.

A green colour in Table 2-2 indicates that the solution passed final validation testing. Red indicates
a change of plans due to delays resulting from COVID-19 lockdowns delaying tests and trials.
Certain MEC-related tests were only done at the French-German part of the large scale test and
trial site. End-to-end QoS with Dedicated Bearers was only tested and trialled in France. Cross-
border aspects were considered in test and trial sites where two networks were available (all
except Montlhéry, Munich, and Barcelona).

2 Also covers Network Slicing

13
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5GCroCos,

2.1 Montlhéry

This test and trial site is ready and was used for trials mid of September 2020.

The 4G network, also serving as anchor network for the newly deployed non-standalone 5G New
Radio system, was operational before the 5GCroCo project and for example used in the 5GCAR
project [3]. The tests below therefore focus on the 5G New Radio network.

Table 2-3: Montlhéry Test and Trial Site Milestone Validation Status

Milestone | Context Proof / Test Result
(e.g. date,
time,
device)
N-M1 License License certificate valid until 17.11.2020 granting
(Spectrum) | from access to 100 MHz in 5G New Radio Band n78 (3600
ARCEP MHz, TDD). After that, a permanent license was
obtained in the spectrum auction.
License certificate valid permanently granting access to
10 MHz in LTE Band 28 (700 MHz) for the non-
standalone 5G New Radio anchor cell.
Test and First authorization was set to expire on 30.04.2021.
trial network | Renewal was requested on 23.04.2021 and it was
permission granted. The new expiration date is 30.3.2023.
from ANSSI
N-M2 August 2020 | See N-M3 below
(Attach)
N-M3 August
(Public 2020: 0.2
Internet) Ping from ~+-MEC 4G
4G anchor MEC 56
(SmartPhone)
cell to edge 0.15°
server (test
and trial site
has no o~
public T 01
Internet ,
access) I
*
0.05¢ "
Y
[
0oeeseserdeditesees ‘
0 10 20 30 40
RTT [ms]

Status
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N-M4 June 2020

'(AES(S: Py Defgult

MEC) routing table
entries and
ping to MEC
server over
4G and 5G

ttl=61 time

2.1.1 End-to-end QoS with Dedicated Bearers (Final)
Dedicated Bearers were successfully used for trials in France. Results are documented in
Deliverable D4.3.

2.1.2 MEC - Cross-border/-MNO Inter-MEC Communication (Final)

In Montlhéry two ACCA Geoservices responsible for two different geographic areas were
deployed. Figure 2-1 shows the list of services running on two different virtual machines fr26 and
fr27. Together they form an ACCA Geoservice (see Section 3.2.3), each serving a different part
of the test and trial site.

15
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5GCroCoy,,

'golem:1a
nmp:latest

Figure 2-1: List of Services, Together Forming the ACCA Geoservice, Running on Two

Different Virtual Machines fr26 and fr27

2.2 Motorway A9 5G-ConnectedMobility

Table 2-4 : Motorway A9 5G-ConnectedMobility Test and Trial Site Milestone Validation

Status

Status
Milestone Context Proof / Test Result
(e.g. date,
time,
device)
N-M1 Permission | Permission to accessto 2 x 10 MHz in LTE Band 28
(Spectrum) | from license | (700 MHz) until 31.12.2020 from the license owner
owner (cannot be disclosed). The testbed was disassembled
by the end of 2020 and the license was not renewed.
N-M2 08.06.2020: g Neworc3
(Attach) Screenshot e
from test
PC perma- e
nently
located on WiFi
S|te (I’emOte Turned off
accessible) Turn Wi-Fi back on

: Manually

king a connection metered.

il o
Mobile

Airplane mode Cellular hotspot

19:32
08/06/2020 EI

A @ T Q) S ENG

16



Document: 5GCroCo/ D4.1

Version: v6.0
Date: 2022-07-04
Status: Final

Dissemination Level: Public

5GCroCos,

N-M3
(Public
Internet)

08.06.2020:

Ping to
1111
(Cloudflare)
and 8.8.8.8
(Google)
from test
PC perma-
nently
located on
site (remote
accessible)

0.6

0.5/

|

*1.1.1.1 (Cloudflare)

+8.8.8.8 (Google)

4G Delay Optimized

4G Delay Optimized

N-M4 (Extra
APNs &
MEC)

08.06.2020:

Ping to
MEC host
from home
network
from test
PC perma-
nently
located on
site (remote
accessible)

Delay Optimized -
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24.06.2020

Average
throughputs
from 10 MB
file
downloads
from MEC
server from
home and
visited
network
(and cross-
border-
MNO
handover in
between)

Average Throughput over

10 MB File Download

Y
o

|Visited
<10 MB File - 4G - MEC . o

730 | —Serving Network o '“:. N y b

=20 S

2 /

=10, .

0 ‘ ‘ 'Home
07:48:00 07:48:30 07:49:00 07:49:30 07:50:00

Date and Time Jun 24, 2020

2.2.1 Cross-Border/-MNO Handover (Final)

Figure 2-2 was recorded in June 2020 and shows a maximum download throughput test that
would have aborted if cross-border/-MNO handover was not correctly configured. Furthermore,
the serving cell, as reported by the modem, is shown. The server used for this test was deployed
on a MEC host at the test and trial site.

4
3.5 %10 \
Visited
3,
225
el
£=,
: | -
=5 o)
£2 S
2 515
a s
o
c 1 |
=
0.5
Home
0\ | | | | | |
100 200 300 400 500 600

Measurement Sample

Figure 2-2: Downlink Throughput with Cross-border/-MNO Handover
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2.2.2 End-to-end QoS with Dedicated Bearers (Cancelled)

Not deployed due to COVID-19-imposed project delays. It was directly tested at the large scale
test and trials site.

2.2.3 MEC - Cross-border/Cross-MNO Inter-MEC Communication
(Final)

The cross-border/-MNO handover tests presented in Section 2.2.1 were done using a MEC-
hosted application server. For the HD Mapping use case, which is the only one conducted at the
Motorway A9 test and trial site, there is no need for application servers on different MEC-hosts to
communicate with each other. The test was successful as the connection to the application server
did not break when the cross-border/-MNO handover was done. This results in a Home Router
setting where a MEC host and gateway in the home network is used. Changing it to a MEC-host

and gateway in the visited network results in Local Breakout Roaming and requires MEC gateway
reselection which is not planned for the first round of trials.

2.3 Munich

Table 2-5: Munich Test and Trial Site Milestone Validation Status

Milestone Context Proof / Test Result Status
(e.g. date,
time,
device)

N-M1 License License certificate initially valid until 31.12.2020

(Spectrum) | from (renewed for 2021 and first half of 2022) granting
BNetzA access to 100 MHz in 5G New Radio Band n78

(3410 MHz — 3510 MHz, TDD).

N-M2 13.12.2019: | See N-M3 below

(Attach)

N-M3 13.12.2019: Pinging 100.100. 1. 100 with 32 bytes of data:

. Reply from 100. 100. 1. : bytes=32 time=19ms TTL=128
(Public Pin y from 100.100. 1. 100: bytes=32 time=25ms TTL=128
Internet) g Reply from 100,100 1.100: bytes=32 time=18ms TTL=128

between eply from 100. 100. 1. : bytes=32 time=13ms TTL=128
eply from 100. 100. 1. : bytes=32 time=15ms TTL=128

UE and Reply from 100.100.1.100: bytes=32 time=19ms TTL=128

y from 100. 100. 1. : bytes=32 time=22ms TTL=128
base Reply from 100. 100. 1. 2 bytes=3§ time=égms ;}Figg
1 eply fr 100. 100. 1. : bytes=32 time=20ms =
station and eply figl:l 100. 100. 1. 100: bltii =32 time= ngs Et igg
i eply f 100..100. 1. 100: bytes=32 time=16ms

table with eply f;gg 100. 100. 1. 100: bltii =32 time=18ms TTL=128

perfor- eply from 100, 100, 1.100: bytes=32 time=18ms TTL=128
eply from 100. 100. 1. : bytes=32 time=21lms TTL=128

mance 2eply from 100,100, 1, 100; bytes=32 time=14ms TTL=128

measure-

ments from

various

locations
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around the
cell site
(yellow dot)
Premseeedy
HUAWEI
Test | HUAWEI Lidl
Area | Parking | Parking | Parking
KPI
UL 30-60 50-90 | 50-80
Throughput
[Mbps]
SNR [dB] 9-14 18-20 | 14-25
N-M4 (Extra No extra APNs or MEC are used at this test and
APNSs & trial site
MEC)

2.3.1 QoS Prediction (Final)

For the first trial round a “static” QoS prediction scheme is used where the vehicle provides its
planned route (Figure 2-3) and the Prediction Function application server responds with an QoS
estimation (Figure 2-4) based on collected network measurements and statistics. The interface
between the QoS prediction client and the Prediction Function application server has been
specified in WP3 and has been successfully tested via remote test performed in April and May
2020. At the Munich small-scale test and trial site the QoS prediction functionality will be used for
the ToD use case, considering both UL and DL. More information about the developed QoS
prediction service is provided in Section 3.2.1.3. The “dynamic” QoS prediction scheme, based
on live network measurements is planned for 2021.
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Figure 2-3: QoS Prediction Request from the Prediction Function Application Client in the
Vehicle; Only First Three Waypoint Shown

Figure 2-4: Extract of the QoS Prediction Response from the Prediction Function
Application Server
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2.4 AstaZero

All tests planned were successfully completed. In total there are three networks deployed in
AstaZero and the 5G network furthermore uses 4G anchor cells. The simple attach and ping tests
below have not been done for all the cells. Successful trials were conducted in May and June
2020 showing the availability of the network. For the non-standalone 5G New Radio network
emulated trials were conducted where the vehicle was parked but the application used emulated
GNSS input emulating movement. The cross-border/-MNO trials were executed in another 4G
network consisting of a home and a visited network.

Table 2-6 : AstaZero Test and Trial Site Milestone Validation Status

Milestone Context Proof / Test Result Status
(e.g. date,
time,
device)
N-M1 License License certificate initially valid until 31.10.2020
(Spectrum) | from Post- and renewed at least until 31.12.2021 granting
och access to 100 MHz in 5G New Radio Band n78
telestyrelsen | (3500 MHz, TDD) and 20 MHz in LTE Band 40
(PTS) (2300 MHz, TDD) for the non-standalone 5G
New Radio anchor cell.
Another 20 MHz are available twice in LTE
Band 42 (3400 MHz, TDD). One is used for 4G
home and one for 4G visited network.
After 31.12.2021, the AstaZero premises were
not used in the project.
N-M2 10.06.2020: r
(Attach) Screenshot WN-1596
of a 5G
router _
connected i
to the 5G i
cell
—
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N-M3 09.06.2020
(Public Ping to 0.23 t [+ 8.8.8.8 (Google) 56
Internet) 8888 % |+ 8.8.8.8 (Google) 4G
(Google) 0.2} 1
from non- !
standalone |
0.15 !
5G New = 3
Radio o g
(stationary) 0.1" +
and 4G 5
(driving on 7
the track) 0.05 |
0
RTT [ms]
5G New Radio
L 31¢ 1/
4G LTE
Very high Round Trip Times (RTTs) come from
areas covered by the visited, not the home,
network.
N-M4 (Extra | 09.06.2020:
0.1
QFI’E'\(';;' & | Ping to MEC !
host from \\
4G home 0.8
network »
0.06 - H‘
x |
o 1
0.04 e
A
v LIPS
noz |7y [,
?\q *y %
0 -t D r——
0 50 100
RTT [ms]
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©.1008.17 pin

transmi

02.06.2020: | See Section 2.4.1

2.4.1 Cross-Border/-MNO Handover (Final)

Figure 2-5 shows a screenshot from the HD Mapping application during execution of User Story
1 and 2 downloading (green) and uploading (blue) HD map tiles, respectively. Tiles were
successfully downloaded in the home and visited network without service interruption.

Figure 2-5: Screenshot from HD Mapping Tests Showing Successful HD Map Download
in Home and Visited Network; Left: Shortly After Start; Right: After Passing Through
Visited Network (yellow area)

The figure shows that map tiles are successfully downloaded and uploaded in the home and
visited (yellow on top) network without service interruption in between, that would have resulted
in tiles turning red.

2.5 Barcelona

The Barcelona test and trial site is fully operational but on-site access for testing was long time
not possible due to COVID-19 lockdown. For some of the milestone tests, pictures from before
the lockdown have been provided. The fibre connection between Edge and IXP sites was not
finalized due to the lockdown. Thus, inter-MEC latency measurements were not yet possible.

24



Document: 5GCroCo/ D4.1
Version: v6.0

Date: 2022-07-04

Status: Final
Dissemination Level: Public

The missing test have been conducted beginning of September and included in an updated

version of this deliverable.

Table 2-7 : Barcelona Test and Trial Site Milestone Validation Status

Milestone | Context Proof / Test Result
(e.g. date,
time,
device)
N-M1 Permission | Band 42 (TDD, 20 MHZz) can be used by I2CAT under an
(Spectrum) | from agreement with a Spanish MNO. The agreement is
Spanish confidential and periodically renewed.
MNO
N-M2 Septem-
(AttaCh) ber 2020: [/dev/cdc-wdml] Successfully got system info:
WCDMA service:
Status: 'none'
True Status: 'none’
Screen- Preferred data path: 'no'
LTE ice:
shots of Servéiztus: ‘available’
the Car PC True Status: 'available'
Systems Preferred data path: 'no'
Domain: 'cs-ps'
connected Service capability: 'cs-ps'
to MNO1 Roaming status: 'off'
Forbidden: '
and MNO2 Cell 10: 5127

MCC: '@O1'

MNC: '02'

Tracking Area Code:

Voice support: 'no’

eMBMS coverage info support:
SIM reject info: 'available'

67"

"no'

/dev/cdc-wdml] Successfully got system info:
WCDMA service:
Status: 'none'
True Status: 'none'
Preferred data path:
LTE service:
Status:
True Status:
Preferred data path:
Domain: 'cs-ps'

no

'available'
'available'
'no

Service capability:

'cs-ps'
Roaming status: 'off!'
Forbidden: 'no'
Cell ID: '1024'

MCC: '@O1'

MNC: '03'

Tracking Area Code:

Voice support: 'no’

eMBMS coverage info support:
reject info: 'available'

67"

SIM

Status
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N-M3 Septem-
(Public ber 2020:
Internet ;
) Ping to
8.8.8.8 e 8.8.8.8 (Google) 4G RTT
—x— 8.8.8.8 (Google
(Google) 0.14
from a Car
PC System 0.12
0.1
=
Q. 0.08
0.06
0.04
0.02
0 )GQ N 1 1
20 30 40 50 60
RTT (ms)
--- B8.8.8.8 ping statistiecs ---
200 packets transmitted, 200 received, 8% packet loss, time 28@73ms
rtt min/avg/max/mdev = 27.284/43.341/54.083/6.086 ms
N-M4 January 0.16
(Extra 2020: —— MEC_MNO1
APNs & . 0.14 —e— MEC_MNO2
MEC) Ping
results to 0.12
MEC hosts o1
for each =
MNO Q- 0.08
0.06
0.04
0.02
0
0 5 10 15 20 25 30 35
RTT (ms)
MEC_MNO1:
--- 10.10.201.54 ping statistics ---
10e packets transmitted, 100 received, ©% packet loss, time 9991ms
rtt min/avg/max/mdev = 13.618/19.699/32.639/3.163 ms
MEC_MNO2:
--- 10.1@.202.54 ping statistics ---
180 packets transmitted, 100 received, 8% packet loss, time 9996ms
rtt min/avg/max/mdev = 13.776/19.853/30.766/3.312 ms
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2.5.1 Precise Positioning (Final)

Barcelona is a site where precise positioning is deployed and tested. In order to validate the range
and the precision of the Ultra-wideband (UWB) positioning solution [4], several static
measurements have been performed using two UWB devices placed at different distances in
Line-of-Sight (LoS). These tests were realised in an open area close to 12CAT premises. Due to
the COVID-19 lockdown it has not been possible to deploy a setup in the 22@ District. The
following table shows the obtained results:

Table 2-8 : Precise Positioning BCN: UWB Distance Measurements

Real Mean distance | Mean Standard Number
distance (measured) [m] | Error Deviation of

[m] [cm] [cm] samples
5 4.93 7 3 446

10 10 0 3 374

20 19.99 1 3 331

30 30.01 1 3 436

40 39.96 4 4 438

50 49.94 6 3 412

60 60.03 3 3 571

70 70.02 2 3 534

80 79.96 4 3 555

90 89.96 4 3 626

100 99.97 3 2 607

2.5.2 MANO and SDN - Cross-border/-MNO (Final)

The Barcelona small-scale test and trial site applies cross-border/-MNO management and
orchestration (MANO) and Software Defined Networking (SDN) allowing to deploy multiple virtual
networks of different virtual MNOs on the same physical infrastructure provided by a neutral host.
The tests below show how two virtual MNOs deploy and interconnect their networks and
application server hosting capabilities, incl. MEC. Besides Deliverable D4.4 [2], further details are
also available in [5].

Figure 2-6 presents the high-level architecture of the Barcelona test and trial site cross-border/-
MNO MANO and SDN capabilities.
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Figure 2-6 : Barcelona High-level MANO and SDN Architecture

The tests were performed through the usage of the Service Orchestrator dashboard for
performing the HTTP requests needed for requesting the creation and termination of the end-to-
end ACCA service across the domains administrated through the Neutral Hosting and Internet
Exchange Point (IXP) platforms. The ACCA end-to-end service is composed of three different

nested services:

e ACCA Traffic Management System (TMS) to be instantiated in the domain emulating
service deployment to the public Internet, administrated through the IXP platform,

e ACCA Geoservice 1 to be instantiated in the MEC domain administrated through the

Neutral Hosting platform (vVMNO1),

o ACCA Geoservice 2 to be instantiated in the MEC domain administrated through the

Neutral Hosting platform (VMNO2).

Figure 2-7 shows the service orchestrator dashboard proving that the required blueprints and
descriptors to deploy the ACCA Geoservices are available in the system and can be used to

instantiate virtual networks.
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NEXTWORKS  ©

fenants Groups VS Blueprints VS descriptors

0 0

VS instances Network Slice instances

Figure 2-7 : Service Orchestrator Dashboard Showing Virtual Server (VS) Blueprints and
Descriptors to Instantiate

Figure 2-8 presents a screenshot from the IPX dashboard showing that the ACCA TMS was
successfully instantiated.

Vendor Name Status

Instantated .

5GTango SGCroCo ACCA cloud service

3GTango test_slice 1154 Instantiated

Figure 2-8 : IXP Platform Dashboard Showing the ACCA TMS “5GCroCo ACCA Cloud
Service”

Figure 2-9 shows that the entire ACCA service was successfully instantiated. This includes, for
each virtual MNO, deploying of the Geoservices to the MEC-host, deploying the virtual Network
Functions creating the core network, configuring the Radio Access Network (RAN) and
interconnecting everything.

;)SEBASTIAN

9 admin
ol LETT Descr ption status

'"' Homaa

"f Groups

Figure 2-9 : Service Orchestrator Dashboard Showing the ACCA End-to-End Service was
Instantiated

2.5.3 MEC - Cross-border/-MNO Inter-MEC Communication (Final)

This was tested with two Geoservices of the ACCA use case during trials in October.
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2.6 Metz-Merzig-Luxembourg Cross-border Large-
scale Test and Trial Site

The Luxembourgish and French test and trial networks are built from scratch for the 5GCroCo
project while for Germany at least some Core Network components are reused and commercial
cell sites were used using Multi Operator Core Network (MOCN) and Multi Operator RAN
(MORAN) technologies so that the same infrastructure could be shared for the commercial
activities and for the 5GCroCo test network. The setup of the test and trial networks was delayed
in all three countries due to COVID-19. The time plan provided in Deliverable D4.4 [2] has
therefore been changed in the following way:

o Cells in Germany became operational by March 2022, cross-border / -MNO handover
towards Luxembourg and France were enabled by mid-April 2022.

e As a consequence of the delay in the deployment of the network in Germany, the
deployment in Luxembourg was temporarily extended to deploy networks from two
MNOs there enabling cross-border testing until the German network was ready.

For N-M1 (spectrum) the status for all countries is provided. At this point of time, the proofs of
milestones N-M2, N-M3, N-M4 are available for the Luxemburgish and the French part of the
corridor.

Table 2-9: Milestone Validation Status of Luxembourg Cross-border Large-scale Test and

Trial Site
Milestone | Context Proof / Test Result Status
(e.g. date,
time,
device)
N-M1 License License certificate initially valid until 31.10.2021 granting
(Spectrum) | from Institut | accessto 40 MHz in 5G New Radio Band n78 (3750 MHz).
Ik_)gi(;(regr]:ois License certificate initiallly valid until 31.10.2021 granting
de access to 2 x 10 MHz in LTE Band 28 (713 -778 MHz,
. . FDD) for the non-standalone 5G New Radio anchor cell.
Régulation
(ILR) A renewal of both licenses was done in November 2021,
which was granted by ILR until 30.04.2022.
N-M2 ANSAVZIVIE 7. T+OENG="servingcell"
(Attach) el +QENG: "servingcell","NOCONN"
showing 4+QENG: "LTE","FDD",270,11,9CA5F6,199, 94
modem +QENG: "NR5G-NSA",270,11,195,-48,170,-11
attached to
non- OK
standalone
5G New
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Radio incl.
AG LTE
anchor cell

N-M3 15.06.2020:
Public . 0.4 | | |
'(”temet) ;'f'?glti’ , |+888.8(Google) 4G
~loudflar | -+-8.8.8.8 (Google) 5G
gr:u;)lg 8a888) i #1.1.1.1 (Cloudflare) 4G
(Google) 0.3 | ¢/-*-1.1.1.1 (Cloudflare) 5G
from non-
standalone
5G New
Radio and
4G (anchor
cell) home
network

0.2}

P(x)

5G New Radio:
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N-M4 15.06.2020: 0
(Extra Ping to MEC . '+ MEC 4G
APNS & | host from ’ [+ MEC 5]
MEC) non- :
0.3~ r
standalone 2
5G New i
Radio and Xo2
4G (anchor o™t
cell) home P
network |
13.05.2020: 191.542808 HandoverRequired [RadioNetwork-cause=sl-intra-:
191. 546608 Forward Relocation Request
Screenshot 191.583000 Forward Relocation Response
of signalling 191.583808 HandoverCommand, RRCConnectionReconfiguration
of 191. cedaae ENBStatusTransfer
successful 191. 684668 Forward Access Context Notification
Cross- 191. 6R6E88 Forward Access Context Acknowledge
border/- 191.674608 Forward Relocation Complete Motification
191.675608 Forward Relocation Complete Acknowledge
MNO 192, 517688 cmd=3GPP-Cancel-Location Request(317) flags=RP-
handover 192. 613608 UEContextReleaseCommand [RadioNetwork-cause=suc
dUI’ing test 192. 613608 emd=3GPP-Cancel-Location Answer(317) flags=-P--
in ERI lab 192.619608 Delete Session Request
before 192.637688 UEContextReleaseComplete
Shlpplng to 193. 535000 Delete Session Response
Luxembourg
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Table 2-10: Milestone Validation Status of France Cross-border Large-scale Test and Trial

Site
Milestone | Context Proof / Test Result Status
(e.g. date,
time,
device)
N-M1 License For the first round of trials, 4G was planned. Due to the
(Spectrum) | from ANFR | delay, 5G was deployed at the same time and was used
it directly in round one. The Orange commercial 5G
licence was then used (3710-3800 MHz).
Orange has a permanent commercial license for LTE
Band 28 (700 MHz). At least 2 x 5 MHz will be used for
tests and trials.
N-M2 15.04.2021: LT+OENG="servingcell™
(Attach) Screenshot "2;; v lf :;I.; i lj . 111
showing A
modem
attached to
non-
standalone
5G New
Radio incl.
AG LTE
anchor cell
N-M3 Not applicable as French authorities do not allow public
(Public Internet access for trial networks
Internet)
N-M4 15.04.20213
(Extra Ping to MEC .
APNs &
host from —Luxembourg 5G
MEC) — uxembourg
non- 0.8 Luxembourg 4G
Germany (Perl) 5G
Standalone -"(strr::nSG(Saarbriicken)
5G NEW 5?0'6 5G Hom); Routed"
Radio x 56 Loem Brontont
o004
0.2
% % @ s e 10 s s
Ping Round Trip Time x [ms]
CCDF of Ping RTT

3 Figure from April 2022 but this date indicates when the test succeeded first time
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Table 2-11: Milestone Validation Status of German Cross-border Large-scale Test and

Status

Trial Site
Milestone | Context Proof / Test Result
(e.g. date,
time,
device)
N-M1 German 4G | The DTAG commercial 5G (n78 / 3.6 GHz) and 4G (B3 /
(Spectrum) | and 5G 1.8 GHz) licenses have been used, with bandwidths of
spectrum 80 MHz and 2 x 20 MHz, respectively. 4G was used for
auctions the non-standalone 5G New Radio anchor cell.
N-M2 22.02.2022
(Attach) 5G (NSA) T-Mobile / Telekom
Saarbriicken, DE
The attach procedure was done just to test the RAN part.
On the date of the test the cell was only connected to the
commercial DTAG network.
N-M3 27.04.2022
: 200 —
I(rl?tl(;tr)rlllgt HD Mapping
) Use Case 180
results incl. 160 -
server on
public wr
Internet 120 -
(AWS)

Mean Tile Download Throughput [Mbit/s]

MEC Static 13 MB

AWS Static 13 MB
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N-M4 31.03.2022 .
(EXtra P|ng tests —Luxembourg 5G
AP NS & 0.8 —Luxembourg 4G
M EC) on a" : —Germany (Perl) 5G
. |---France 5G
netWOI’kS s . | __Germany (Saarbriicken)
0.6 ! 5G Home Routed
Al | Germany (Saarbriicken)
3_<,0 4 5G Local Breakout
004
0.2
o - == \E‘] ......... 1 J
0 10 20 30 40 50 90
Ping Round Trip Time x [ms]

Table 2-12: Status of 5G Solutions at Cross-border Large-scale Test and Trial Site

Status
F D L

5G Solution

1-a

n
O

Non-standalone
5G New Radio

Cross-Border/-
MNO Handover

MANO and SDN
— Single X
Country/MNO

End-to-end QoS
with Dedicated X
Bearers

QoS Prediction

MEC —
Computation
and Hosting
Close to Vehicle
vs. on Public
Internet

MEC — Cross-
border/-MNO
Inter-MEC
Communication

35



Document: 5GCroCo/ D4.1

Version: v6.0 SG CrOCO\\\
Date: 2022-07-04 N o
Status: Final

Dissemination Level: Public

3 Application Development and
Validation Status

This section is aimed to provide the status of 5GCroCo application development and its validation.
It describes the development status of application client software in the vehicles, and of
application server (ASs) hosted on the public Internet and MEC forming the backend. The
particular focus is on validating that components that need to interact, e.g. client applications with
the backend and backend applications among each other, doing this according to use case
specifications provided in Deliverable D2.1 [6].

Besides actual use case functionality, also integration with the measurement tools is validated as
essential feature to collect KPI results during trials. For ToD and HD Mapping only prove of correct
client-site integration towards the measurement tools, including backend, is provided. For ACCA
these tools are often used to validate the interaction among the different application components
to assure use case messages take the expected path through the system.

Table 3-1 presents the common milestones for all use cases. The first two are related to
application development and deployment while the third one is related to testing each vehicle at
each test and trial site where it will be involved in trials.

Table 3-1: Common Milestones for Use Case Testing [2]

ID Item Description

B-M1 Use case specific features enabled |Use case specific hard/software
installed, configured, up, tested, and
running.

B-M2 Use case Measurement tools All necessary tools for measurements

implemented and working are implemented, tested, and working.

B-M3 Foreseen path tested Drive the foreseen test path and check
if the use case is working on the
intended area.

The status of B-M1 is described individually for each use case under Section 3.2 except for the
deployment status of ASs which is summarized in Table 3-4. B-M2 is described jointly for all use
cases in Section 3.1 below.

B-M3 requires on-site access and is therefore highly influenced by COVID-19 related lockdowns.
Table 3-2 provides an overview of the situation. Further details for this milestone are provided per
vehicle in Section 4.
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Table 3-2: Status of Foreseen Path Testing (Milestone B-M3)
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ToD
HD
Mapping
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3.1 Measurement Tools

For validation of B-M2, Table 3-3 shows that each component involved in application
communication is providing information to KPI collection system. There, different reported event
can be correlated through unique identifiers to e.g. trace the path of a message and record KPIs

related to it.

HD Mapping and ACCA use cases use the Elastic Stack solution to develop KPI measurement
tools further described in Appendix A.

For ToD, vehicles and the vehicle control center (VCoC) log events like e.g. sending or receiving
messages. This allows to calculate KPIs. The sender includes timestamps allowing the receiver
to calculate latencies because VCoC and Car PC have synchronized clocks. Sequential message
IDs are also included in the messages allowing to detect losses through missing IDs. On the
VCoC side uplink KPIs can be immediately processed or visualized using the Robot Operating
System tool rgt_multiplot*. On the vehicle side log file must be retrieved and processed.

4 http://wiki.ros.org/rgt_multiplot
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Table 3-3: Status of Measurement Tool Integration for each Component
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3.2 Use Case Application Development Status and
Validation

In this section the application development status of the three 5GCroCo use cases is reported. It
consists of the client application in the vehicle and the backend that can be deployed on the public
Internet, MEC or both. The vehicle application client description is limited to the software directly
interacting with the backend. Integration towards the rest of the vehicle, especially sensors and
actuators, and the Communication Control Unit (CCU) is described in Section 4.

6 DENMs are shown as example. All other message types are also recorded.
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For the backend components a summary is provided in Table 3-4 regarding status of their
deployment on the test and trial sites.

Table 3-4: Deployment of Backend Components to Public Internet and MEC Hosts
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Vehicle Control Center (VCoC)

ToD

Prediction Function AS

HD Mapping | HD Map Server

Geoservice
TMS

ACCA

3.2.1 Tele-operated Driving

The status of the development and validation of the ToD use case is provided below. It is
separated into two sections, namely backend and vehicle client application for the actual driving
task. Furthermore, there is a section describing the status of the QoS prediction service.

The integration between other vehicle systems and the client application as well as between in-
vehicle PC and CCU, also for QoS prediction, is provided in Section 4.1 and 4.2 for the
Volkswagen AG and BOSCH vehicle, respectively.

3.2.1.1 Backend
The backend, named VCoC, of the ToD use case is developed by TUM. The architecture is shown

in Figure 3-1. The main components are the output and the input devices. The output devices are
a set of three screens. They display the information that is sent by the vehicle to the backend.
There it is displayed to the tele-operator, the person remotely controlling the vehicle. For the direct
control mode, as defined in Deliverable D2.1 [6], the input devices are a steering wheel and pedals
supporting steering, braking and acceleration. In addition, a backend PC, shown as “VCoC
Service” in the figure, will be connecting the VCoC to the vehicle.

7 The VCoC and TMS are logically located “anywhere” on the public Internet (first column) but e.g. for
convenience (VCoC) or MANO (TMS) reasons they will also be locally deployed.

8 Trial network policies for France forbid uncontrolled access to the whole public Internet. Firewalls block
all traffic except for public Internet servers explicitly allowed because needed for the tests and trials.
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Figure 3-1: Backend Architecture of Tele-operated Driving Use Case

The backend development status of the ToD use case is as follows: The hardware components,
namely the output and input devices, and the backend PC, have been purchased and put into
operation. The interface specification, i.e., the content of the signals, has been agreed on with the
5GCroCo project partners BOSCH and Volkswagen AG, who provide the vehicles for the ToD
use case. This interface is implemented using Protobuf®. Transmission of the messages happens
via MQTT?. Video streams are transmitted using the GStreamer Framework?*.

The implementation of the 5GCroCo interface for the ToD use case has been validated in tests
with the partners BOSCH and Volkswagen AG. All specified signals and single video streams
have been transmitted successfully. Multiple video streams could not be transmitted at the same
time due limited link capacity.

A graphical user interface, shown in Figure 3-2, has been developed. On the right, available
information, received from the vehicle, is displayed. This includes the vehicle registration and the
vehicle state. On the left, the tele-operator can set the operator state. For instance, the operator
and ToD session ID can be entered. Also, the control mode can be selected.

On a high-level, the following sequence is executed to initiate the Tele-operated Driving session.
The vehicle requests ToD assistance, registering itself in the VCoC and starting the continuous
transmission of the vehicle state. As reply, the tele-operator starts the continuous transmission of

9 https://developers.google.com/protocol-buffers

10 http://matt.org/
11 https://gstreamer.freedesktop.org/
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the operator state with set operator ID and session ID. The vehicle then starts the uplink
transmission of sensor and vehicle data. When these data are received correctly, the tele-operator
sets the operator state to Operator Ready. After this, the vehicle prepares to receive the session
type that can be set to Direct Control or Indirect Control by the tele-operator. If the control mode
gets accepted by the vehicle, the tele-operator starts generating the control commands that are
executed by the vehicle.

Stepping through the stages of the ToD session initiation process has been validated in tests with
the partners BOSCH and Volkswagen AG.

Teleoperator (<]

OPERATOR STATE VEHICLE REGISTRATION
Last TX: 1590418807,428085 Last RX: |1590418807,334650
Station Type:
Operator ID Session ID
st_1a4Dq
si_A1s4fK
width: Length: Height:
2,320000 4,260000 1,890000

Select Session type

I
Last RX: |1590418807,350014
Operator Ready I Report Error Vehicle:
End Session Vehicle Operation State: | OFF MANUAL | |AUTOMATED [TELEOPERATED|

Teleoperation State: ACTIVE
Direct control mode selected.
Recover ID: Incident Status:

Stop Transmission / Clear Data

Figure 3-2: Backend Graphical User Interface of Tele-operated Driving Use Case

3.2.1.2 In-vehicle Application Clients

This section concentrates on the interaction between the in-vehicle application client software and
the backend. Status and validation of the integration with the vehicle to collect sensor input to be
sent to the backend and execute commands received from it through actuators is provided in
Section 4.1 and 4.2 for the Volkswagen AG and BOSCH vehicle, respectively.

For Volkswagen AG the validation of the vehicle interface and the backend solution has been
successfully done through a public LTE network. Tests with TUM allowed the exchange of
streaming video as well as the transmission of key messages. The tests confirmed successful
delivery of the vehicle identification, odometry and position, as well as, vehicle and ToD
application status. Those tests confirm that User Story 1 can be executed.
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Aiming to start working on User Story 4, Volkswagen AG is already sending object lists to the
backend. Figure 3-3 shows an example of vehicle status data successfully received by the VCoC
from the Volkswagen AG vehicle. This was validated for all information supported by the interface,
which is realized over Protobuf.
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Figure 3-3: Vehicle Position Successfully Received and Visualized in VCoC

On the vehicle side Protobuf logfiles were used to validate that steering and acceleration
commands were successfully received from the VCoC. The status of forwarding these commands
to actuators is described in Section 4.1.2.

The BOSCH in-vehicle application client has been successfully connected to the backend via a
public LTE network. The interface using Protobuf is established as mentioned in Section 3.2.1.1.
Similar as the test from Volkswagen AG described above, the test with TUM allowed exchange
of all key messages and transmission of a video stream, however the video transmission was
showing packet loss. This will be improved until the test and trials. All control commands from the
backend were successfully received.

3.2.1.3 QoS Prediction

Section 2.3 provides the status of the QoS prediction service at the Munich small-scale test. This
section provides more information about the development and validation status of the service. For
the first round of trials, only the so-called static version of the algorithm will be used where
historical data serves as basis to provide a prediction. For the second round in 2021 this will be
extended to a dynamic version where also live-measured data will be considered for the
prediction.
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The Prediction Function AS has been developed and consists of an offline phase and an online
phase. It has successfully tested (as shown in Section 2.3.1) based on collected testing
monitoring data. The prediction model as well as the corresponding prediction responses will be
updated based on tests and trials planned in the Munich test site on July 2020. At the offline
phase, the stored/logged data provided by the network is processed and the prediction model is
trained. The information that is collected and provided as an input for the development of the QoS
prediction model includes:

e GPS coordinates of the UE
e Timestamp

e SINR
e Throughput
e BLER
e Delay

The monitoring data is collected and stored (i.e. CSV files) by the Base Station and the CCU,
using proprietary scripts and tools.

The CSV files are later processed using the Pandas library*? in Python, in order to fit them to a
Machine Learning Model*® for training. The main processing operations performed with Pandas
are feature selection, outlier detection, data normalization (normalize/standardize feature values),
remove null/outlier samples and finally perform analytics in order to interpret the results (e.g.
graphs, figures etc.). After the data processing, the two steps that follow are the training of the
Machine Learning model, with the selected and pre-processed features, as well as, the storage
of the output/processed data for possible future use. Finally, after the training and evaluation of
the Machine Learning Models, they are saved, in order to be later loaded by the Prediction
Function at runtime. As for the temporal aspect of the data, a Static Multiple Linear Regression
Model has been implemented, which relies on the intuition that the service traffic-related data
follows a seasonal pattern and therefore during training it is able to capture that seasonality.
Furthermore, the spatial aspect (GNSS coordinates) of the data is considered, by the Map-as-a-
Grid algorithm, which implements the partitioning of the Map into discrete geographical cells, with
each cell having its own regression model, thus capturing the difference of QoS metrics in both
time and space.

The Prediction Function AS, during the online phase receives QoS prediction requests by the
Prediction Function Client and provides a QoS prediction response, derived based on the trained
QoS prediction model.

On the vehicle side the Prediction Function Client has been implemented and the corresponding
interface to the Prediction Function AS has been tested. The client receives information from the
vehicle positioning and navigation system to calculate the estimated route used to request a QoS

12 Pandas is a software library written for the Python programming language for data manipulation and
analysis. https://pandas.pydata.org/

13 Details of the QoS prediction system including models and algorithms will be published in Deliverable
D3.2 end of 2020
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prediction along the route (see Figure 2-3 in Section 2.3.1). It also decides if another request to
the Prediction Function AS should be sent due to changes in the estimated route and/or estimated
times of arrival at the waypoints. Predictions received (see Figure 2-4 in Section 2.3.1) are
forwarded to the vehicle. Details about integration in the vehicles are provided in Section 4.1 and
4.2 for Volkswagen AG and BOSCH, respectively.

3.2.2 HD Mapping

The backend for the HD Mapping use cases consists of a Java-based download (User Story 1)
and upload (User Story 2) webserver. User Story 3 combines the two by first performing an upload
representing a change of HD map content and then downloading the change. Webserver
implementation for User Story 1 und 2 is finished. Their validation is provided through the vehicle
client software. Implementation for User Story 3 was also completed. It combines User Story 1
and 2 but the HD Map content is updated when an update is received (User Story 2) before
downloading it (User Story 1). Furthermore, the vehicle is informed about the update to trigger
the download.

User Story 4 will include QoS prediction and is planned for the second round of trials in 2021.
Related development has therefore not started yet.

The grade of integration between the vehicle and embedded system (C-M1) as well as with
sensors and actuators (C-M2) is low and is therefore partially described in this section but Section
4.3 provides further details about the hardware used. The car PC requires positioning system
input that was provided by a vehicle GNSS receiver and information about objects (e.g. road
marks and traffic signs) that were detected by the camera sensor. The GNSS receiver with 1 Hz
update frequency and the object detection system is connected to the car PC over USB.
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Figure 3-4: Screenshot from the HD Mapping Client Software

Figure 3-4 shows a screenshot of the client software demonstrating User Story 1 and 2. User
Story 1 is visualized through rectangular tiles that turned green as the respective HD map content
was successfully downloaded. The marker highlighted by a red circle proves that integration of
the GNSS receiver was done as it provides the information to place the marker.

On the right side of the figure, highlighted by a blue circle, the information detected by the camera
is shown. This proves that the camera-based object detection system was correctly integrated
and provides information needed for User Story 2.

The uplink data rate (UL rate) network statistics, marked with a green circle, will provide the
average data rate after an updated map tile gets successfully uploaded to the webserver. No data
rate is shown as no upload was performed.
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Rather than changing the appearance of the road to diverge from the HD map, the map will be
manipulated to diverge from what the camera detects. This will simplify trial execution, as no
changes to the road or its surrounding are needed, without changing the actual User Story.

User Story 4 is an improvement of User Story 1 and will include prediction to determine
appropriate times to conduct the download. It will be tested during the second round of trials in
2021 and has therefore not been implemented yet.

3.2.3 ACCA

The ACCA use case allows various combinations of sending and receiving vehicles and means
of inter-MEC communication for MEC-hosted ASs serving different Regions of Interest (ROIS).
The Geoservice supports two different solution flavours, one for PSA and one for RSA vehicles.
They are considered part of the same application but have been developed separately. Validation
tests were therefore also first done on the individual flavours before testing their combination.

First, a table-based overview is provided and after that more details about the validation that led
to the tables.

Table 3-5 below provides the status of components that need to interact to deliver hazard
warnings. All foreseen interactions are possible except for direct communication between MEC-
hosted Geoservices. This will be solved for the upcoming trials but until then indirect
communication through the Traffic Management System (TMS) can be used to forward a
message from one Geoservice serving a certain ROI to another one serving a different ROI.
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Table 3-6 and Figure 3-4 explain the possible paths of a message originating from a vehicle and
respective solution flavour listed in the column on the very left to same and other type vehicles in
the same and another ROI. The numbers explain the order the components are traversed.
Besides PSA and RSA solution flavours supported by the respective vehicles, also CTTC is
mentioned. The CTTC vehicle application client supports both solution flavours. The table only
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lists cases where it sends and/or receives through both!* flavours and the respective MEC-hosted
Geoservices.

The table does not distinguish the case if the reason for communicating with a Geoservice in
another MEC host is due to different served areas (but belonging to the same MNO) or due to the
fact that the Geoservices are hosted by different MNOs with different MEC-host to area mappings.
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Figure 3-5: Visualization of Message Flow from Table 3-6

From the table it becomes obvious that same and other type vehicles in another MEC host
currently cannot be reached through direct inter-MEC communication among Geoservices of the
same type. But they can be reached through the TMS. Only the RSA flavoured part of the
Geoservice sends to and receives from the TMS but the PSA part can indirectly interact through
the RSA one as they both belong to an integrated Geoservice supporting both flavours.

Implementation, testing and trials of direct inter-MEC communication not going through the TMS
was postponed to the second round of trials planned for 2021. It is expected that measured
latency performance will further improve beyond what is measured for communication going
through the TMS.

14 Each CTTC application client instance can only connect to one flavour at a time but different instances
in different vehicles could be connected each to a different flavour.
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Table 3-6: Validation of Different Combinations of Message Flows from Source to
Destinations; Green: Tested, Red: Not Tested, Yellow: Not all Tests Passed, Yet
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The ACCA use case is in a stage where the interoperability between vehicles across their own
car-OEM-specific solution flavour works. It means that:

Each vehicle can report a detected event to its own Geoservice,

If the event is a new or an updated one, it is shared with the other Geoservices (through
the TMS or directly through inter-MEC communication, if available) which have
subscribed with the Geoservice serving the area where the hazard happens, so that
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the hazard databases of several MEC-hosted Geoservices and the TMS one are
synchronized,

e A vehicle is notified about hazard events in its ROI, no matter what the source vehicle
is: it can be either a hazard which is detected by a car from the same car OEM, from
another car OEM or from the TMS and further services connected to it. This hazard
can occur under the coverage of the MNO used by the vehicle or of another MNO.

e The TMS forwards any new information to the Geoservices which have subscribed
with the TMS for a ROI where the hazard happens. This guarantees cross-MNO and
cross-border operations. The Geoservice analyses each message, generates new
contextual messages™ or enhances already existing information (like the confidence
level of a hazard warning) and forwards this new information to any interested vehicle.

Furthermore, the Geoservices are implemented in docker containers allowing deployment to
MEC-hosts supporting this type of virtualization.

Figure 3-6 and Figure 3-7 show how the ACCA use case was validated from a functional point of
view.

Currently, all Geoservices are hosted on the public Internet allowing tests from outside the test
and trial sites that are both not accessible due to COVID-19. However, the application servers are
virtualized in Docker containers allowing easy deployment to other hosts, including the MEC-
hosts at the small- and large-scale test and trial sites. The two solution flavours for the two
different involved vehicle OEMs are considered part of a common Geoservices but the distributed
software architecture used allowed to separate them geographically during testing.

In case of Figure 3-7, the RSA vehicle or CTTC vehicle (vehicle B) sends DENMs to the RSA
flavoured sub-component of the Geoservice, which was implemented by EUR. The RSA flavoured
Geoservice forwards only new or updated DENMSs to the PSA flavoured Geoservice, which was
implemented by Orange. In parallel, it also forwards it to the TMS, which was implemented by
WSE making it aware of this new event.

This test succeeded and therefore the interoperability between the two solution flavours is
validated. It also partially validates the cross-border operation: when a new or updated event
occurs with the RSA car, the respective Geoservice has to forward the DENM to the central WSE
Geoservice so it can synchronize the neighbour Geoservice.

15 | ike hazard warnings about traffic jams concluded from CAMs from different vehicles showing slow or
no movement
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Figure 3-6: On-line Validation of Single Geoservice Operation

Similarly, the vehicle role between RSA, CTTC and PSA cars are switched. The PSA flavoured
Geoservice forwards the DENM to the RSA flavoured one. This one then sends the DENMSs to
the RSA or the CTTC vehicle since the event is located in their ROI. In parallel, it also sends the
DENM to the TMS. This test also succeeded.

The case which is shown in Figure 3-7 can result from cross-border/-MNO operations where an
event has occurred under the coverage of a Geoservice from another MNO, e.g. because it covers
another country. The TMS has to synchronize the databases of the neighbour Geoservices and
forward the DENM information to the concerned RSA flavoured Geoservices, as only they
communicate with the TMS. They then have to forward this information to the PSA flavoured
Geoservice. This way PSA, RSA and CTTC vehicles receive the information if the DENM
originates from their current ROI.
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Figure 3-7: On-line Validation of Cross-border/-MNO Operation Involving Multiple
Geoservices (only Receiving one Shown) through TMS

Stress tests have also been performed. For this, all the vehicles send a DENM which indicate a
stationary vehicle to a given location and the TMS also sends DENMs for the same location. One
vehicle subscribes to a ROl which covers this location. The latter vehicle receives all the sent
DENMSs.

3.2.3.1 Vehicle Specific Client Application Features

The previous section shows that the general functionality to send and receive hazard warning
messages has been implemented for both solution flavours in the PSA and RSA vehicle,
respectively, and combined for both in the application provided by CTTC. A detailed status about
the integration with other in-vehicle components and peripherals is provided in Section 4.4, 4.5,
and 4.6 for the PSA, RSA, and CTTC vehicle, respectively. Below, further details about the
vehicle-specific client application development and validation status are provided:

e PSA: An MQTT client was deployed on the car PC and used to send and receive hazard
warnings. Implementation for position specific updates of ROIs and related MQTT topics
was completed and tested in the lab with a Geoservice deployed on the public Internet.
Separate authentication, as done for the RSA solution flavour, is not required as MQTT
built-in methods are used.

e RSA: Authentication to a Geoservice and subscription according to the current position
and associated ROI have been implemented and successfully tested in the lab. The
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Geoservice for testing was hosted on the public Internet. It was furthermore validated that
the client application correctly sends keep-alive messages required for the RSA solution
flavour to keep the connection to the Geoservice open.

e CTTC: The application is fully developed and tested. It includes all features of the PSA
and RSA solution flavours described above.
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4 Vehicle Development and Validation
Status

Deliverable D4.4 [2] defined three milestones for the vehicle development. Their validation is
described in more detail in the vehicle-specific sections below, but for the overall overview they
were interpreted as follows:

o C-M1 “Embedded system integrated”: All car PCs and similar devices are integrated and
interconnected among each other, to human-machine-interfaces (HMIs) and to in-vehicle
communication bus systems.

o (C-M2 “Sensors and actuators integrated”: All sensors and actuators are connected to car
PCs or similar devices either directly or through a communication bus.

e C-M3 Part 1 “CCU Integrated” The CCU is connected to the car PC for user data
communication and, where applicable, QoS prediction.

e C-M3 Part 2 “CCU Tested”: The CCU is attached to the test and trial site network where
it will be used and able to send and receive packets (e.g. Ping)

Table 4-1 provides the overview of the validation status of vehicle-related milestones. Compared
to the application validation (see Section 3.2), this section is more focused on interaction of
hardware components within the vehicle.

For all use cases, a fully functional system to execute the user stories planned for the first
round of trials is available. Some combinations of test and trial sites and CCUs have not been
tested yet. Details are provided in Table 4-2.

For both tables white cells indicate combinations that are not applicable and do not need to be
validated.
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Table 4-1: Status of Vehicle-related Milestones [2]

Milestone

C-M1
(Embedded
system
integrated)

C-M2
(Sensors
and
actuators
integrated)

C-M3 (CCcu
integrated)
See Table

4-2 for
testing

ToD HD ACCA
Mapping
Volkswagen | BOSCH Volvo PSA RSA CTTC
AG
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Table 4-2: Status of CCU Attachment to Test and Trial Sites (Test Part of Milestone C-M3)
(2]
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SIS LA O T c b BE B
0 W <<;;8 S
CCu oD o fo LPEEE
T S.IS.ZZ
=B > b b OO
= 2 =B =P

= o @ o

° B o o

Bosch 5G CCU (Eth.)

ToD
HWDU 5G Router (Eth.)
E-Lins 4G Router (Eth.)
E-Lins 5G Router (Eth.)
HD

Map- | Single Board PC 5G Router with
ping?” | Quectel RM500Q 5G Modem
(Eth.)

WNC 5G Router (USB Teth.)

PSA 5G CCU

RSA Car PC with 5G Modem
(Daughterboard)

Orange Car PC with 5G Modem
ACCA | (PCI/M.2)

CTTC Car PC with 4G Modem
(USB)

CTTC?® Car PC with Quectel
RM500Q 5G Modem (USB)

4.1 Volkswagen AG

The hardware integration of all sensors, cameras and other elements required for the ToD
function is complete. A5G CCU from Bosch is used to enable communication between the vehicle
application and the backend solution from TUM.

16 Through integration with the HWDU 5G Router

17 Different 5G Routers are being tested in AstaZero before selecting one for the large-scale test and trial
site.

18 This car PC with 5G modem is owned and handled by ERI but uses the same software as the CTTC
one.
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Due to COVID-19 travel restrictions the vehicle is not yet tested at the Munich small-scale or the
large-scale test and trial site.

In the first week of September 2020, Volkswagen AG and TUM performed an event in the proving
grounds of Volkswagen AG situated at Ehra-Lessien, Germany. In this event a closed loop test
was performed between the tele-operated vehicle (see Figure 4-1) and the VCoC. With this, we

proved that the interface and control method defined for User Story 1 are working.

o Dreng

5
K1
@
C)
<

|~

L
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P

Figure 4-1: Volkswagen AG Tele-operated Vehicle

The test was executed using a 4G network with poor coverage (remote area). The transmission

of multiple cameras to the VCoC was not possible. Therefore, we used one single camera (front
camera) to transmit the video stream to the VCoC.

In addition, we validated safety relevant features. One was the disengagement of the tele-operator
when the safety driver intervenes, either by interacting with the steering wheel or by pressing the
gas or brake pedals. Additionally, it was tested that the tele-operator could perform a controlled
acceleration or deceleration as well as lateral movements. (Figure 4-2)
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Figure 4-2: VCoC Controlling the Volkswagen AG Vehicle

4.1.1 Embedded System

The car PC has been connected to the in-vehicle Ethernet network allowing to receive data from
all sensors. Furthermore, it was integrated with the Automated Driving (AD) module allowing
access to steering, acceleration and braking actuators through a safety gateway. All connections
have been validated and it was also tested that safety driver intervention gets precedence over
commands received from the car PC.

4.1.2 Sensors and Actuators

Volkswagen AG has performed static tests, confirming the access to different content of the
vehicle as well as to encode the image from each of the different camera units fitted across the
vehicle. Figure 4.1 shows distinct image samples of the different cameras available for tele-
operation.

59



Document: 5GCroCo/ D4.1
Version: v6.0 SGCI’OC()\\\
Date: 2022-07-04 o
Status: Final

Dissemination Level: Public

B 120° camera

B Rearcamera

O Upper Leftcamera B Leftcamera B Right camera O Upper Right camera

Figure 4-3 : Different Camera Views of Volkswagen AG Vehicle

All actuators required for steering, acceleration and braking are installed. Integration of the
controlling of the actuators via the car PC is completed.

4.1.3 CCU

The 5G-enabled CCU was provided by BOSCH (see Figure 4-8 in Section 4.2.3) and is integrated
in the vehicle. QoS prediction and access to further network-related information over the MQTT
protocol has not been tested yet.

4.2 BOSCH

The vehicle, as shown in Figure 4-4, is setup and ready to drive on restricted areas. Sensors are
integrated and video streaming is established.
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Figure 4-4 : BOSCH Vehicle

The vehicle safety concept for the tests and trials is established and will ensure the control for the
safety-driver accordingly. Presently, the release process for automated driving on public roads in
Germany is in preparation and presumably will not be granted for tele-operated driving until May
2021. However, the release processes for tele-operated driving on public roads in France and
Luxembourg are country-specific and will, if necessary, be approached at a later time. There are
no precise instructions and regulations how to achieve an approval for the BOSCH vehicle for test
and trials in these countries. The BOSCH team strives for a release of the vehicle and prepares
restricted areas as backup for User Story 1 and User Story 1 trials in 2021. User Story 3 will not
need a specific release for tele-operated driving.

The first test and trial with the BOSCH vehicle was performed in Munich, at the beginning of July
2020. Together with HWDU and TUM, the complete ToD interface for User Story 1 has been
tested via HWDU’s 5G network, including the video streaming. Control of the vehicle was not
possible at that time, due to ongoing integration of the safety module. Figure 4-5, Figure 4-6 and
Figure 4-7 show a screenshot of operator state messages, as well as transmission of video
streams to the VCoC.

In August, another test has been performed at a BOSCH test area in Renningen together with
TUM, to test actual tele-operation of the vehicle. This test was strictly focused on the interface
and control of the vehicle and was performed via 4G, due to a lack of 5G coverage. Therefore,
the Quality of Service was not ideal, but tele-operation was possible with limited video quality.
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Figure 4-5: Screenshot from the debug view in the vehicle, showing the front camera
view and the HWDU building in the distance

Figure 4-6: Reception of an operatorState message from the VCoC

Figure 4-7: Received camera streams in the VCoC
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4.2.1 Embedded System

The car PC has been successfully connected to all sensors and actuators using Ethernet and to
the Safety Gateway, controlling intervention of the safety driver, over CAN. The HMI is also
connected through this Safety Gateway. The status of the validation of sensor and actuator
integration is provided below.

4.2.2 Sensors and Actuators
Integration of cameras, lidar and radar sensors has been successfully validated. Videos from the
cameras are encoded and streamed through the CCU.

Commands from the VCoC are correctly received, as described in Section 3.2.1.2. For safety
reasons they cannot be directly forwarded to the actuators but must pass through a safety module
where they can be overwritten by actions from the safety driver. Controlling the ToD relevant
actuators has been tested and verified. Therefore, the BOSCH vehicle is ready for conducting
5GCroCo User Story 1 at the large-scale site.

4.2.3 CCU
The BOSCH CCU is shown in Figure 4-8.
The connection to the VCoC on the public Internet via the CCU can currently be done over 5G

networks using the internal modem and over the externally (Ethernet) connected Huawei 5G
modem. The Huawei modem can only be used at the Munich small-scale test and trial site.

The QoS prediction client has been fully developed and tested (see Section 3.2.1) and has been
deployed on the CCU.

Figure 4-8: BOSCH CCU

4.3Volvo

All in-vehicle integration for the first round of trials has been completed. For the second round of
trials, that will also include User Story 4 showing QoS prediction, only very low or no further
integration effort is expected.

Two sets of in-vehicle systems for the HD Mapping use case have been developed and tested.
Each setincludes a car PC, a display and an exchangeable CCU. The final 5G CCU has not been
selected yet and different routers and smart phones were used so far.
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Tests and trials were conducted at the Luxembourg large-scale test and trial site, AstaZero and
Motorway A9. The first two included non-standalone 5G New Radio and the last two cross-
border/-MNO handover. MEC was not yet tested. Figure 4-9, Figure 4-10, and Figure 4-11 show
screenshots from the tests and trials conducted at AstaZero, Luxembourg, and Motorway A9 test
and trial sites. User Story 1 and 2 were trialed at all three sites and in AstaZero also User Story 3
was executed.

Control panel
@D Tile Downl
@ RTT chec!

(=

| Detected state
Heading: 154
Speed limit: 70 km/h
Left marker: dashed
Right marker: dashed
Lane width: 3.0 m
Passing roadworks: false

Map state
Way name:
Speed limit: -1 km/ |
Lane position: [*|
Left marker: dashed
Right marker: dashed
Lane width: 3.0 m
Passing roadworks: false

| Network statistics
DL rate 7 Mbit/s
UL rate 0 Mbit/s

Figure 4-9: AstaZero (11.06.2020):
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Figure 4-11: Motorway A9 23.06.2020: Screenshot of HD Mapping GUI with Ties Turning
Green after Successful Download; Red Circle: Mobile Network Code (MNC) Changing
from 72 (Home) to 74 (Visited) after Cross-Border/-MNO Handover

4.3.1 Embedded System

The use-case specific production camera module has been installed on a Volvo XC90, and the
integration between the camera module and the car PC is complete. Furthermore, a standard PC
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mouse, keyboard and HDMI display are used as HMI. The complete setup is shown in Figure
4-12.

Figure 4-12 : Integration in Volvo Car

4.3.2 Sensors and Actuators

Integration of the GNSS position sensor and camera has been completed. The validation is
provided in Section 3.2.2 as it becomes obvious from the application screenshot of the client
application in Figure 3-4.

4.3.3 CCU

Currently, a consumer 4G router is used as Communication Control Unit (CCU) and connected
over Ethernet. Alternatively, a single board PC with 5G modem is available to be connected over
Ethernet, as shown in Figure 4-13. Furthermore, a smartphone is used for 5G and connected
through USB tethering. This intermediate setup will be evolved once a 5G Modem is available to
be integrated in a CCU.
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=\

Figure 4-13: USB-Connected Kit Carrying the Quectel RM500Q-GL Module Connected
over M-2, SIM Card Slots and Four Antennas. Connected to a Single Board PC (nhot
shown) Acting as Router

4.4 PSA

For the first round of tests and trials, PSA is focusing on the communication between the cars and
the backend. On-board sensors for hazard detection are planned to be integrated in June 2021
on one vehicle. Another vehicle should have automated driving using the hazard notification. It is
planned for June 2021.

First tests have been done in Montlhéry in January 2020 to validate attachment of the CCU to the
5G network and sending and receiving of CAM and DENM messages according to the PSA
solution flavour described in Section 3.2.3.

4.4.1 Embedded System

For the 2020 trial, the HMI is developed on two Android tablets and the development is complete.
Both tablets have been successfully connected to the car PC.

4.4.2 Sensors and Actuators

The localization of each vehicle will be provided by a GPS module with a PPS signal in order to
provide a good time referencing for the timestamp of the V2X transmitted and received messages.
The integration of an accurate GPS module for positioning and time synchronization was finished.
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4.4.3 CCU

The CCU, shown in Figure 4-14 and in Figure 4-15, includes a 5G modem compatible with all 4G
or 5G bands at the large-scale trial site and the Montlhéry small-scale trial site. It was successfully
tested with the Montlhéry 5G cell operating in 5G band n78.

Figure 4-14 : PSA CCU with its Antenna

The other part of the CCU is a Car PC called HMCU. This unit embed all the V2x software and
is linked with Ethernet to the 5G Modem shown in Figure 4-15.

Figure 4-15 : Car PC of the PSA Cars

4.5 RSA

The RSA vehicle uses a unit combining CCU and car PC functionality.

Vehicle development is far progressed, but COVID-19 prevented it from being finished. The
current assumption is that no RSA vehicle will be available for the first round of trials and that the
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CTTC vehicle will be used to trial and demonstrate the RSA flavour of the use case and
interoperability across the two flavours.

Because of COVID and internal constraints, the planned vehicle is not maintained and a new one
will be used. But it can’t be connected to the ADAS sensors.

4.5.1 Embedded System

The unit is connected to the vehicle CAN network and sends alerts to the In-Vehicle Infotainement
display (or a similar one) over the somelP protocol.

4.5.2 Sensors and Actuators

The unit has a GNSS module with PPS so that the time is very accurate. It is also used for time
synchronization for timestamps included in the payload of the use case messages and for KPI
logging (see Section 3.1). Time synchronization and availability of correct positioning data were
validated with two vehicles.

The CAN bus provides the required information to trigger hazard warnings included in ego-
DENMs. These are used for Stationary Vehicle warning when some predefined triggering
conditions are met.

4.5.3 CCU

The CCU is provided by BOSCH, as shown in Figure 4-8 in Section 4.2.3, but further customized
for the ACCA use case. It has been upgraded with a 5G module. Integration and validation of this
5G module has been done on public 4G networks because RSA sites are not yet covered by
public 5G.

The CCU part of the unit provides further features beyond user plane communication services to
the ACCA application client described in Section 3.2.3. It provides further control and
management functionality allowing to detect loss of mobile radio coverage. This information is
provided to the ACCA application client triggering it to reset its state and reconnect to the
Geoservice. This has been validated. Furthermore, information about MNO changes is provided
to the application client to e.g. trigger reselection of the Geoservice when a border was crossed.
This latter feature is not yet finished, and development is targeted to be prevalidated on a lab
bench in may 2021.
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Figure 4-16 : RSA Display

46CTTC

The vehicles provided by the CTTC team in 5GCroCo are non-automated vehicles equipped with
a Car PC system and a Human Machine Interface (HMI). These vehicles will not be equipped with
smart sensors that detect hazards in the vicinity (e.g., camera, radar and LiDAR). The idea is to
emulate the detection of hazards from the software in order to trigger the transmission of hazard
reports to the Geoservice, allowing to collect many measurements in the trials.

The CTTC Car PC was successfully connected to the non-standalone 5G New Radio cells at the
large-scale test and trial site in Luxembourg. A connection to the RSA flavoured Geoservice
hosted on MEC and public Internet was successfully tested (Figure 4-17) and ACCA messages
were sent and received.

{"message" : "Enhanced uponChange subscription handled by EURECOM Geoserver"}

AuthSub, 04:58:03,748 INFO Subscription success with status code: 200
AuthSub, 04:58:03,750 INFO Authentication and subscription are successful!

Figure 4-17: Log Output Showing Successful Subscription to the RSA Flavoured
Geoservice Implemented by EUR

Subscription to the PSA flavoured part of the Geoservice, implemented by Orange, also
succeeded, but was so far only done in the lab and not yet with the MEC-hosted Geoservice. The
ROI was set to Montlhéry allowing to test successful reception of CAMs that are permanently
being sent by test equipment deployed there (Figure 4-18).
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[2020-06-15 15:00:04.685621] [0x00007fb6fa3c6800] [info]
[MOQTT] payload
{"extra":[{"cellid" :24717854,"owner" : "orange-labs" ,6 "status
":[1}],"message":{"basic container":{"confidence":{"altit
de":1,"position confidence ellipse":{"semi major confidenc
e":0,"semi major orientation":0,"semi minor confidence":0}
} ,"reference position":{"altitude":10000,"latitude":486250
956, "longitude":22486006} ,"station type":10},"generation d
elta time":63283,"high frequency container":{"confidence":
{"curvature":7, "heading":2,"lane position":1,"longitudinal
acceleration":5,"speed":10, "vehicle length":1,"vehicle wi
dth":1,"yaw rate":6},"curvature":0,"drive direction":0,"he
ading":2494,"lane position”:0,"lateral acceleration":0,"lo
ngitudinal acceleration":0,"speed":1939,"vehicle length":4
5,"vehicle width":18,"vertical acceleration":0,"yaw rate":
0},"low frequency container":{"exterior lights":"00000000"
,"path history":[{"path delta time":1,"path position":{}}]
,"vehicle role":0},"protocol version":2,"station id":40832
34804}, "message id":"4083234804/63283","origin":"self",6 "si
gnature":"55242", "source uuid":"ora obu 37F4","timestamp":
1592233204651 ”type"*”cam" "version":"1.2. 0"}

Figure 4-18: Log Output Showing Successful Reception of CAMs Transmitted in
Montlhéry from PSA Flavoured Geoservice Implemented by Orange

Transmitting and receiving DENMs was not tested in Luxembourg but previously in the lab, as
described in Section 3.2.3.

4.6.1 Embedded System
The HMI correctly displays information about received warning messages. An example is shown
in Figure 4-19.
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Figure 4-19: Web-based GUI of the CTTC Application Client

The car PC is connected to the CAN bus of the vehicle by means of an On-Board Diagnostic
(OBD) interface adapter (e.g., ELM327 OBD-II) or a PCAN-USB connector (PEAK-System). This
is used as further method to trigger hazard warnings by pressing buttons in the vehicle. This has
been successfully implemented and tested with different vehicles.

The PCAN-USB adapter has been successfully tested with the DS7 car provided by PSA. The
tests confirmed that the vehicle application can receive, from the CAN-gateway in the car, the
status of the emergency lights and the speed measurements. Subsequently, if the emergency
lights button of the car is pressed, then the car PC software generates a hazard warning to the
Geoservice. Furthermore, the OBD interface adapter has been successfully tested with two
vehicles provided by CTTC.

4.6.2 Sensors and Actuators

The Car PC is attached to a GNSS receiver. It was validated that it provides correct position data
and furthermore synchronizes the clock. This allows correct timestamp values in the messages
but also enables one-way-delay measurements.

4.6.3 CCU

The Car PC uses an USB modem, not a separate CCU. It has successfully been tested with a
Sierra Wireless EM7565 4G modem at the Barcelona test and trial site and with a Quectel
RM500Q-GL 5G modem at the large-scale test and trial site.
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5 Conclusions

Despite the difficult situation imposed by COVID-19, all use case implementations planed for the
first and second round of trials were finished and have been validated from a functional
perspective. During the time when traveling to the actual test and trial sites was not possible, the
backend service was hosted on the public Internet and either fixed or 4G public network cellular
connectivity was used. All use cases were now tested and trialled at the large- and small-scale
test and trial sites. Some software bugs were found and are now?® fixed. The tools to measure
the KPIs have been set up and it was validated that components that need to report their
measurements are able to do that.

All small-scale test and trial sites are finished and all intended tests and trials were done.

Deployment at the large-scale test and trial sites was heavily impacted by COVID-19 resulting in
German network rollout not being completed until March 2022. In Luxembourg, all five cell sites
were deployed and tested. To compensate for the unavailability of the German network during
2021, the cell at the very East of Luxembourg, right at the German border, was connected to a
different MNO network to enable cross-border / -MNO trials. The HD Mapping and ACCA use
cases conducted an initial connectivity test in the lab in Luxembourg in June 2020. Trials for those
use cases were done from October until December. In May 2021 also ToD trials were conducted
in Luxembourg. Additional trials for all use cases were done in Luxembourg in October 2021. In
France, seven of the eight sites were deployed and validated. The eighth site was not essential
as it was at the very Southwest where trials were not conducted. Trials for ACCA and HD Mapping
were conducted in France beginning of June 2021. ToD trials followed by July and September
2021. Additional trials for all use cases were done in Luxembourg in October 2021. In Germany,
two cell sites were deployed and tested and the handover to the Luxembourgish and French
networks was configured and tested. Large scale trials in D-L and F-D were conducted for all use
cases in April and May 2022.

19 Some only affect very particular scenarios which are not planned to be done at the large-scale test and
trial site. Those affecting trials there were fixed.
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A Elasticsearch KPlI Measurement
System

This section provides an initial overview of the KPI measurement system as it was used for some
of the tests described in this deliverable. Deliverable D4.2 that will be published end of December
2020 will provide a more detailed explanation.

Although each use case has its own validation method and its own KPI list, a common tool is used
for both HD mapping and ACCA use cases. We provide a performance workbench platform for
each component involved in communication within each use case. The purpose of this evaluation
platform is firstly to monitor the health of the overall system in real time, by verifying that the logs
show the expected performance, and secondly to address the KPIs as defined in Deliverable D2.1
v3.0 [6].

A.l Introduction

On one hand, we must ensure the demonstrations meet a certain level of quality. On the other
hand, it is simpler to handle potential bugs and to monitor the complete system by collecting the
logs during trials. For example, we are be able to quantify the elapsed time within each component
for each message with millisecond resolution. Thus, we can manage to handle both of these
requirements deploying a complete stack to search, analyse and visualise data.

The monitoring platform collects measurements from each component deployed into the
5GCroCo project, ensuring, in real time, that the end to end system works properly and providing
data to compute figures e.g. as output for result reports or life dashboards.

A.2 Objective

The goal is to provide a complete solution, including the server and client parts. We chose the
Elastic Stack solution, with Elasticsearch for storage and search, Logstash for data ingestion and
transformation and Kibana for visualization. This allows us to compute KPIs at runtime with a
specific agreed format.

Each component sends logs (partially or fully) to centralize, save, share and merge them with
information from other components.

The monitoring platform combines many goals at the same time:

e Collect from the MEC and the public Internet application servers,

e Assure a low implementation effort for software developers,

o Possible to run offline to avoid interference with actual trial communication (non-
intrusive),

e Possible to run online to provide a minimal supervision from a control centre and/or
provide a live dashboard,

e Be flexible enough to handle different measurements.
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A.3 Global Architecture

The solution covers two situations: with and without a MEC hosting available.

MEC Public Internet
T G e Be
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Filebeat Gelf Gelf .
L2 HTTP
@ UDP UDP
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Figure A- 1: Component Sending their Messages to the ELK System

Having Logstash in different MEC-hosted application servers, as shown in Figure A- 1, can
provide measurement aggregations for complex cross control scenarios, e.g. with sending and
receiving from different devices.

A.4 Prerequisites
Three conditions have to be met in order to use this platform:
¢ Clocks of all components must be synchronized to the millisecond. Without this, global

round trip times can still be computed. But it is then not possible to e.g. compute one-way
latencies.

o For the backend (incl. MEC hosts and public Internet) network synchronization
protocols like Network Time Protocol (NTP) can be used

o For end-devices in the vehicles, NTP will not provide required accuracy and other
means like GNSS with Pulse per Second (PPS) must be used

e At least one Logstash server must be accessible from all everywhere (CCU, MEC and
public Internet).

e The central Elasticsearch component on the public Internet must be accessible from all
MEC hosts. Alternatively, data from different hosts can be merged manually.
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